DigtalPayments. WORLDLINE sW7.

boom 5.11.0

User and Administration Manual

Worldline is registered and owned by Worldline SA. April 2014 © 2025 Worldline.

Version 5.11.0, 2025-10-01



L Nt OUCH ON . . ...,

2. INStAlIALION . o 2 .. ...
2.1, Installation PrereqUISItES . . ... o e 2.....
2.1.1. ReSOIVING HOSINAMES . . . . . oottt e e e e e e e e e 2.....
2.1.2. Server REQUITEIMENTS . . .ottt ettt e et e e et e e e e 2.....
2.1.3. AQENE REQUITEMENES . .o ottt ettt et e e e e e e 3.....
2.1.4. User Interface ReqUIrEMENTS . . .. ..ot et e e 4....
2,05, Platform NOES . . . oo 5. ...
2. 1.5 0. MAC O8 X. . oottt 5......
2,052, LiNUX .« ottt e 6......
2.2, INStallation StEPS . . .ot 6......
2.2.1. Server INStallation .. .. ..o e 6.....
2. 2. . d. MY S QL. ot 6......
2.2.1.1.1. FOr MySQL VEISION 8 . .ottt e e e I ...
2.2.1.1.2. For MySQL before Version 8 . .. ... ... i T....
2.2, 0.2, OraACIE . . .t 8......
2.2.1.3. Installing on LINUX/UNIX SYStEIMS . . . ..ot e et e e e 8....
2.2.1.4. Installing on Microsoft WindOwS SYStemMS .. ... i 12..
2.2.2. Server running as "NON-TO0t" . .. ... A3 ...
2.2.3. Agent Installation . ... ... 15....
2.2.3.1. Installing on LiNnUX/UNIX SYStEIMS . . . ..ot e e e e e 15. ..
2.2.3.2. Silent Installation on LinuX/UNixX SYSIEMS .. ...t e 18..
2.2.3.3. Agent running as "NON-TOO" . . .. .ttt 18. ..
2.2.3.4. Installing on WINdOWS SYStEMS . . ..ottt e e e e e 20...
2.2.3.5. Postinstallation Tasks . . ... ...t 21. . ..
2.2.4. Agent Uninstallation . .. ... .. 22. ...
2.2.4.1. Uninstalling the Agent on UnixX SysStemMsS . ... ...t 22 ..
2.2.4.2. Uninstalling the Agent on Microsoft Windows SyStems ... ... .. i e 22 .
2.2.5.boom Client (User Interface) installation .. ... ... ... 22. ..
2.3, LICBNSING .« o oottt 23 .....
2.4.D00M UPGrade . . . ..ottt 25.. ...
2.4.1.b00mM Server Upgrade .. ... ..ottt 26. ...
2.4.1.1.boom Server Upgrade Example Unix/LINUX ... ..ottt e e et e 27. .
2.4.1.2.boom Server Upgrade Example WIiNdOWS .. ... .. it e 31..
2.4.2.boom Client / ULUPGrade . ... ..ot e e e e e 35....
2.4.3.b00m Agent Upgrade . .. ... ..t 38....
2.5, Firewalled ENVIrONMENt . ..o 38....
2.6, TLS ENCIYPtiON . oottt e e e e 40.....
2.6.1. Enabling TLS 0N the Agent . . . .. . e al. ...
2.6.2. BOOM P 41.. ...
2.6.3. File Based PKI . . ..o 42.. ...
2.6.3.1. Setting up a boom Server to run with File Based PKI .. ... ... . . . A2 .
2.6.3.2. Switching a Server from Boom PKI to File Based PKI .. ... ... . e A3 .

2.7. Example: Running boom as part of a Pacemaker CIUSter .. ... ... .. i e 44. .



2. 7. L REQUITEMENTS . o oottt e e AA

2.7.2, FOIEr StTUCIUNE . . ot e e e e AL
2.7.3. MySQL Installation and Configuration . ... . ... .. . e A4
2.7.4.b0om INStallation . . .. .o A6 .. ..
2.7.5. Cluster Installation . . ... ... . e AR
3L AICNIEE O UNE . .o A8 .. ...
3.1, ArchiteCture OVEIVIEW . . ..o e e e e e e BB
3.2.boom Primary / Backup Concept (Single-Tier) .. ... e A
3.2.1.boom Primary-Backup Server SCeNario . .. ... ...t e e A9
3.2.2. Synchronization Primary / BaCKUD . .. .. e 50. ..
3.3.boom Master / Slave Concept (MUIti-Tier) ... ..o 51...
3.3.1. boom Master-Slave Server SCENAIIOS . . . . ... vttt et e e 52. ..
3.3.2. Synchronization Master-ProXy SErVer . ... e 54...
O o o1 o | 55......
o I @ To7 = ) A @ V= V= 55.....
4.0.1.D00M AQENt . . e 56.....
o 7 o To To 4 ST~ Y7 56.....
4.2. COMMUNICAtION MALMIX . . o ottt e e e et e e e e e e e e e e e e 57....
4.3, INAIiCAtIONS . . . .o e 57.....
4.3.1. Indication Processing onthe boom Server. ... ... ... 58 ..
B MONIONING . oo e B0
5.1. Monitor Policy (Threshold monitoring) P o0 B
5.1.1. General INformation . .. .. ... . B0
5.1.2. Output Parser Monitor (OPM) . . ... e e e BB
5.1.3. SNMP MONITOT .« . .ot e e e e e e e e A
5.1.4. Calculation Syntax for OPM and SNMP Variables . ...... ... . ... . . . . . i .6,
5.1.5.JaVa MONIIOT . . . ot 9
5.1.6. EXEC MONIOr . . oo 81.....
5,17, EXternal MONItOr . .o 83....
5.2. Indication Policy (Event triggered/Text related monitoring) ... . ... e 83.
5.2.1. General INformation . . ... .o 83....
5.2.2. BOOMINi . ..o e 86.....
5.2.3. Hybrid POlICY . . .. 87.....
5.2.3.1. Logfile MONItOIS . ..o 87....
5.2.3.1. 1. Lodfile MONItOr . . .. 87....
5.2.3.1.2. Logdfile Transaction MONItOr . . .. . ... 90. ..
5.2.3.1.3. Logdfile Transaction Monitor (multiline) ... ... .. 97..
5.2.3.2. MultiPath (MP) Lodfile MoNitor .. ... 100. .
5.2.3 3. NAGIN . e 105. . ..
5.2, SN A S . . . oot e 4009. ...
5. 3. Pl INS . . 110....
5.3.1. Simplified Patterns . ... e 110. ..
5.3.2. Java Patterns . . . ... d12. ...
5.3.3. Supported Variables and FUNCLIONS . . .. ... . e 113..
5.3.3.1. Global Variables . .. ... . e 114. ..
5.3.3.2. Supported Variables . . .. ... . 114. ..

5.3.3.3. Supported pre-process FUNCHONS . . . .. .. e e e e 115..



5.3.4. Hiding Cleartext PassWOrds . . .. .. ... e e e 117. ..

B, ASSIgNMENES . . . oo e 119....
5.5, Binary PacKages . . . .. .o 120. ...
5.6. Performance Data . .. ... ... ...t 121 ...
BB, 0. OV VIBW . . oottt e e e e 121. ...
5.6.2. Agent command based performance data collection . ... . .. 123.
5.6.3. Ignore Performance ClasSes ON SEIVEr . . . ... ittt e e e e e e e 124. .
5.6.4. Cleaning data . . . . .. ..o o 124. . ..
D ACHIONS . . oot 124 . ...
5.8. Submitting Monitor Values / INdications . . .. .. .. e 125. .
5.8.1. Submitting MoNItor Values . . .. .. e 126. ..
5.8.2. Submitting INdiCatioNs . . . . ... e 126. ..
5.8.3. Submitting Performance Data .. ... ... ... e 127 ..
5.8.4. Local Interprocess COmmMUNICAtION . . .. ... .t e e et e e 128..
5.9. Indication Reduction in = bOoOM . . .. ... 128. ..
5.9.1. Duplicate Indication SUPPreSSION . . . ..ot e et 128. .
5.9.2. Silence Count for Monitor POLICIES . . .. ... o e 129..
5.9.3. Indication Correlation via Indication Key and Close Mask . ... .. . i e 129
5.10. Heartbeat PolliNg . . ... .. e 130.. ..
5.10.1. Server HeartbheatS . . ... ...t 130. ..
5.10.2. Agent Heartbeats . . ... ... . 131...
5.11. Agent Management . .. ... e e 132 ...
5.11.1. Add and AppProve AQENt . . ...t 132. ..
D112, Delete AQENt . . .o e 134. ...
D 1L 3. VirtUal AQENES . e e 136 ...
B L2, AUILING . . . oo 140. ...
5.13. Indication Enrichment/Modification .. ... ... 140. .
5.14. Maintenance WIindow Management . ... ... e e 140. .
.boom User Interface (Client) . ... ... 143. ..
6.1. Overview and BasiC OperationS . . ... ...ttt e e e e l144. . .
6.1.1. General INformation . .. ... . 144. ..
6.1.2. Basic Workbench Operations . .. ... ... e e 146 . .
6.1.3. MeNU Bar . ... . 148. ...
B.1.4. OOl Bar ..ottt 151. ...
6.1.5.b00M UL UPAAte . . . . ... e A53 ...
6.1.6. Change Ul PassWord . . ... .. ... e e e e e e 153. ..
6.1.7. Admin Broadcasts & User MeSSaging . . .. ...ttt e 154. .
6.1.8.D00M ClIeNt VEISION . . . ..o 155. ..
6.1.9. ReSet Ul LayOUL . . . . .. e e A55 ...
6.1.10. General Ul Settings . . .. ..ot 156. ..
6.1.10.1. General AttriUtES . . . . .o 157. ..
6.1.10.2. INdiCatioN BrOWSEr . . ..ottt 157. ..
6.1.10.3. Predefined Tabs .. ... ... 159. ..
6.1.10.4. Predefined VieWS . . . ..o e 160. ..
B.1.10.5. WED BIOWSEI . . .ottt e 160. ..
6.1.10.6. Web Browser Talhs . ... ... 161. ..

B.1.00.7. FaSt-ACHONS . . .. it 161 ...



6.2. ACCESS aNd LOGIN . . . .o ottt e e e 162. . ..

6.2.1. Login to the boom Workbench . ... ... .. e 162 ..
6.2.2. Login Problems . .. .. e 164 ...
B.3. HOSES / AQENTS . . . .o 164. . ..
6.3.1. General INformation . .. ... . 164. ..
6.3.2. Agent Details and Agent Operations . .. ... ..ottt e 165. .
6.3.3. AQENt LISt . . oo e 169. ...
6.3.4. AQENE OVEIVIBW . . oottt et e e 172 ...
6.3.5. Deployed Assignments and single deployed Policies . ... . e 173.
6.3.6. AQENt AULO-INVENTOIY . . .. e 475. ..
B.4. INICALIONS . . . .ot 176. ...
6.4.1. General INformation . .. ... . 176. ..
6.4.2. Indication VIew LayOuUt . . .. ... e 177. ..
6.4.3. Indication OPerationS . . .. ... it e e 179. ..
6.4.3.1. Active INdIiCatiON . . ... o 179. ..
6.4.3.2. Closed INQICAtION . . ... ottt 180. ..
B.4.4. SHatUS LiNe . . . o 181. ...
6.4.5. Indication DetailS . ... ... . 182 ...
6.4.6. Indication Filtering . ... ..o e 184. ..
6.4.7. Indication Similarity VieW ... 186. . .
6.4.8. Archived INdiCatiONS . . . ... .. 187. ..
6.4.9. Indication EXPOrt . . ... 188 ...
6.4.9.1. Indication EXPort (TeXt) . ..ot e 189 ..
6.4.9.2. Indication EXPOrt (CSV) . . ..o e 190. ..
6.5. Policy Management . . ... .. d91 ...
6.5.1. General INformation . .. ... .. 191. ..
6.5.2. POlICY Operations . ... ...ttt e 192. ..
6.5.3. Copy/Rename PoOlICIES . . . . ... . e 197. ..
6.5.4. Compare PoOlCIES . .. ... 199. ..
6.5.5. Searching PoliCIES . ... ... 199. ..
6.5.6. MONItOr POIICY . . ... 202 ...
6.5.6.1. Monitor Policy Details . ... ... .. e 202. ..
6.5.6.2. Monitor Policy Conditions . . .. ... e 206 . .
B.5.6.3. MONIOr TYPOS . o oottt e e e e e e e e 211. ..
6.5.6.4. Supported variables and Pre-Process functions . ... . .. . e 211.
6.5.6.5. Building a Monitor POlICY . . .. ..o e 211 ..
6.5.7. Indication PoOliCY . .. ... . 214 . ..
6.5.7.1. Indication and Hybrid Indication Policy .. ... ... 214 .
6.5.7.2. Indication Policy Details . . ... ... e 216 ..
6.5.7.3. Indication Policy Conditions . . ... ... .. 217. .
6.5.7.4. Nagin Trigger and LogfileMonitor TYPeS .. ..ot 222 .
6.5.7.5. Indication Policy BOOM_MESSA0ES . . . . .ttt t e et e e e e e e e e e e e 223. .
6.5.7.6. Indication Policy for SNMP traps . .. .. .o 224. .
6.5.7.7. Indication Policy for SNMP gets .. ... . 226. .
6.5.7.8. Indication Policy for Logfile MONItors .. ... ... e 227. .
6.5.7.9. Indication Policy for Multipath Logfile Monitors . ... ... . 228.

6.5.7.10. Policy Specific Logfiles . .. ... ... 233 ..



6.5.7.11. Supported variables and Pre-process functions . ... ... . 234.

6.5.7.12. Policy All Conditions TeSHING . . . . .. oot e e e 235. .
6.5.8. Indication AttrDULE SIZES . . . .. o 243. . .
B.6. PaCKAgES. . . . .ttt 243 .. ..
6.6.1. General INformation . .. ... . e 243. ..
6.6.2. Package Operations . . . . .. ..ottt e 244 . ..

6.6.3. File EItOr . . . . . e 246. ...
6.6.4. INVENtOry PacKage . ... ... i 247 . ..
B.7. ASSIONMIENTS . . . oo e e 248. . ..
6.7.1. General INformation . .. ... . 248. ..
6.7.2. Add Policy/Package Links to an ASSIgNMENt . . ... ... 249 .
6.7.3. AsSIgNMENt OPEratiONS . . . . ..ottt ettt e e e e e e e 249. ..
6.8. ASSINMENLS SUMMAIY . . . o ottt it e et et e e e e e e e e e e e e e e e e e e e e e 253...
6.8.1. General INformation . .. ... . 253. ..
6.8.2. Assignment Operations and Filtering . ... .. ... e 255. .
6.8.3. DEPIoYMENt QUEUE . . . o ottt et e e e e e 258. ..
B.9. SerVer FIErS . 259. ...
6.9.1. General INformation . .. ... . 259. ..
6.9.2. Server Filter OVeIVIEW . . .. oo e 261. ..
6.9.3. Attribute Filters . .. o 261 ...
6.9.4. Notification Filters . . . .. . 263 ...
B.9.5. USer FIlterS . . . o e e 265. . ..
6.10. NOUICAtIONS . . . oo 266. . ..
6.10.1. General INformation . . . ... . e 266. . .
6.10.2. NOtIfiCAatioN OVEIVIEW . . .. o e e e e e e 266. . .
6.10.3. Notification Configuration . . .. ... ... e 268. . .
8.1 0. ACHIONS . . oot 271 . ...
6.11.1. General INformation . . . ... .. 271. ..
6.11.2. ACHIONS OVEIVIEW . . . .ottt e et e e e e e e e e e 272. ..
6.11.3. ACHION OPEratiONS . . . oot ettt e e e e e e e e 280. ..
6.11.4. ACHION DEtailS . . . ..o 282 ...
6.11.5. RUN @GN ACHION . .ottt e e e e e 283 ...
6.11.6. REMOLE ACHION . . . oottt e 283 ...
B.10.7. SEIVEI ACHION . . o .t ottt 284. . ..
B.10.8. FASt-ACHIONS . . . . oot 285. ...
6.12. Service Dashboard . ... ... ... 287 . ..
6.12.1. General INformation . . . ... .. 287. ..
6.12.2. Local/Global SEIVICES . . . . ..t 288. ..
6.12.3. Add Dashboard SErVICE .. ... ... 289. ..
6.13. Operator Dashboard . .. ... ... .. 292 . ..
6.14. SSH Terminal . ... . 294. . ..
8.5, SEIVEI JODS . . o 295. ...
6.15.1. General INformation . . . . ... 295. ..
6.15.2. Server Jobs Operations and Configuration .. ... ... . e 300 .
6.16. Import/Export Management Plug-INS . . ... ... e 301..
B.16. 1. IMPOrt Ml 302. ...

6.16.2. EXPOIt MP I . o 306. . ..



B.07. StAtiStICS . . . ottt e 307....

6.17.1. General Server Information .. ... .. 307 ..
6.17.2. Agent based StatiStiCS . . . . .. .ot e 308. ..
6.17.3. Policy based StatistiCs . . . . .. ... e 309. ..
6.17.4. Performance Data . . ... ... ...t 309. ..
6.17.5. Indication ChartS . .. ... .. . 310...
B.18. HistOory Chart . ... 312. ...
B.10. HOtS PO . . . . o 313....
6.20. Pattern Validation . .. ... ... 314 ...
6.20.1. Pattern Validation Dialog (Java Pattern) .. .. ... ... e 314 .
6.20.2. Pattern Validation Dialog (Simplified Pattern) .. ... ... . 316.
6.21. User Management . . . . ...ttt e e e e e S317.. ..
6.21.1. General INformation . . .. ... 317. ..
6.21.2. User Roles and Rights . . .. ... e 318. ..
6.21.3. USEI ACCOUNES . . . . .ottt e e e et e e e e e e e e e e e e 319 ...
6.21.4. User Details Dialog . . . . . ..ot e 320. ..
6.21.5. Privileged GroUPS . ..ot e 322. ..
B.20.6. User FIterS . .. o e 324. ...
6.21.7. LDAP AUtheNntiCation . . . . ... 329. ..
6.21.8. Synchronize Users Job . .. ... . 332. ..
6.22. ConfigUIratioN VieW . . .. 341 ...
6.22.1. SNMP v3 User Authentication Management . .. ... ... e 344 .
6.23. MIB BrOWSEl . . .. 345. ...
6.23.1. General INformation . . . ... .. 345. ..
6.23.2. MIB Browser Operations . . . . ...ttt et e e e e e e e e 346. ..
B.24. SEIVICE TIBE . . o ittt it e e 350. ...
6.24.1. General INformation . . . ... ..t 350. ..
B.24. 2. SBIVICE TrBE . . i ittt e e e 350. . ..
6.24.3. CUSIOMIZE SEIVICE TrBE . . .ottt et e e e e e e e e e 352. ..
6.25. Maintenance Window Management ... ... e 355. .
6.25.1. General INformation . .. ... .. 355. ..
6.25.2. Scheduled Maintenance Details and Operations .. ... ... . e 356.
6.25.3. Indication MaintenanCe . ... .. ... 358. . .
6.25.4. Scheduled Maintenance in a Master/Slave environment . ... ... ... . 359
6.26. ADHOC MaINtEBNANCE . . ... et e e e e 360 . ..
6.26.1. General INformation . .. ... ..o 360. ..
6.26.2. AdHoc Maintenance Details and Operations ... .. ... . 360.
6.26.3. Create a Manual ADHOC MaintenanCe ... ... ...t e et 362. .
B.27. SEIVEr POICIES . . . .o 363. ...
6.27.1. General INformation . . . ... ..o 363. ..
6.27.2. Server Policies Operations . . .. .. ...t e 365. ..
B.27.3. USAQE. . . . o ittt 367....
6.27.4. Supported Variables . .. ... 369. ..
6.27.5. Server PoliCies - LiStener ... ... . 369. ..
6.27.6. Server Policies in a Master/Slave environment . ... ... . 371.
B.28. BIOWS Y . . .o 371....

7.D00M Server MainNPage . . . ...ttt e e e e e e 373 ...



7.0 Web BroWSer LOgIN . . oot 373 ...

7.2, Server StatUS Page . . . . .o 374.. ..
7.3, DaShboards . . ... 376. ...
7.4. Deployment Packages . . . .. ..o 382. ..
8. b00Om AdMINISIratioN . . . . 384. ...
8.1. boom Server AdmINIStration . . . .. ..t 384. ..
8.1.1. Starting and Stopping the boom Server . ... ... .. e 384. .
8.1.2. Checking the boom Server PrOoCESS . . .. ... e e e e e 384..
8.1.3.boom Server Configuration Files ... ... ... e 385..
8.1.4.boom Database Configuration Files . ... ... ... e 389..
8.1.5.boom Server Logfiles . . . ... . 391...
8.1.6.boom Agent AdminiStration . . ... . ... e 391 ..
8.1.6.1. Starting and Stopping the boom Agent . ... ... ... e 391.
8.1.6.2. Checking the boom AgeNnt PrOCESS . . . . ..ot e e e e e 392. .
8.1.6.3.boom Agent Configuration File . ... ... .. . e 392..
8.1.6.4.boom Agent Logfiles . . . ... 397. ..
8.1.6.5.boom Agent Configuration on Cluster Nodes (Unix/Linux) . ... ... e 397
8.1.6.6.boom Agents Connecting to a Clustered boom Server Environment . .......... .. ... ... ... ...... 398
8.1.6.7.boom Agent Configuration in a SUN Solaris Global Zone ........ ... ... ... . . . . . . . 398
8.2. boom User Interface AdmInIStration .. ... . .ot 398. .
8.2.1. User Interface Configuration Files . ... ... ... 398. .
8.2, 2. XML At ULES . . o o 399 ...
8.2.3. XML File EXample . .. ... e 400
8.2.4. Setting Default Login Parameters .. ... ... .. e e .. 400
8.3. Internal Indications / Operational States .. ... ... .. . 402,
8.3.1.boom Agent Internal Indications .. ... ... ... AD2
8.3.2. boom Agent Operational States and Indications . ............ . .. . . . A04.
8.4. Message Storm DeteCtion . . . ... ... L A04
8.5. Defining an Instruction URL . .. . ... e e ADT
8.6. Database ISSUES . . . . . o e 409,
8.6.1. Database Insert of INdiCations .. ... ... . e AQ9
8.7. SNMP Trap LISt ener . . o e 409 ...
8.8. Primary-Backup CONNECLION . ... ... e AL0
8.8.1. Setting up a Primary/Backup CONNection .. ... . ... . i .. AL0
8.9. Master/Slave CONNECHION . . . . ..o e e e e e AL2
8.9.1. Setting up a Master/Slave CONNECLION . . . ... ... e .. JAL2
8.10. Configuring boom Auditing . .. ... ... e ALAL
8.11. Configuring OULAGES . . . . o ottt et e e e e e e e e ALA L
8.11.1. Configuring Agent based MaintenanCes .. .... ... ...ttt ALA
8.11.2. Configuring Server based MaintenanCes .. ...... ... . i .. ALG
8.12. Using custom certificates for built-in web server P Y 4
9. Command Line INterface . . ... ... Al19 ...
9.1.b00M Server CLI . ... e 4190
9.2.boom Agent ULItES . ... e A21 ...
10. Copyright & Trademarks . ... ... e A28

L. CONtaCT . . .. e A28



boom 5.11.0: User and Administration Manual

boom is a distributed client-server monitoring solution that helps IT departments to prevent, detect and solve
problems on the managed systems, hosts, applications and services. The powerful filtering and correlation engine
allows to increase the efficiency of the IT administrators by reducing the number of incidents and pin pointing of
hot spots in the environment.

The agent based architecture provides local intelligence, reliable operation and minimize the network traffic.

‘ Firewalled
\ / boom Agent boom Agent
0 P

boom Agent

boom Agent
Each agent can take the role of a monitoring station that provides agent-less monitoring for remote applications,
services and hosts that donOt have an agent installed. Firewalled and DHCP environments are handled by the secure

communication layer. The role based configuration simplifies the configuration and rollout for complex
environments and keeps the administrators in control.

© Copyright 2024, equensWorldline SE Germany Page 1 of 428
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Chapter 2. Installation

All boom components are packaged in the server package zip file. The first installation step therefore is always the
server installation. The installation of all other components can only be performed after the server is installed and
running.

2.1. Installation Prerequisites

Before starting the installation, be sure to verify that
¥ verify you are using the latest installation package - please contact WorldlineOs boom support (Email:
suppori@bes-worldline.com , Phone: +49 69 256 552 201).
¥ the Java Runtime is installed on all systems
¥ the MySQL or Oracle database server is installed and running

¥ the names or IP addresses of the systems can be resolved by DNS or host files

2.1.1. Resolving Hostnames

Generally the hostname resolution mechanism should be configured to allow the boom agent and the boom server
to resolve their own and each otherOs hostname to the correct IP address.

In environments with simple network paths and static addresses the hostname resolution is not mandatory.

Communication between the server and the agent works without hostname resolution, but under some
circumstances this might cause agents to show up with their IP address instead of their name. This can be avoided
by setting the label attribute of the agent or using the serverOs aliasing functionality.

However in case of a complex server/agent setup e.g. restricted routing, multi-homed, address-allocation via DHCP,
firewalled etc. hostname resolution on the agent and the server side is required so that the boom server and boom
agents are able to resolve each otherOs hostnames.

Hostnames can be resolved using different methods e.g. files ( /etc/hosts or %windir%\system32\drivers\etc\hosts  for
Windows systems), DNS E The hostname resolution should be configured in such a way that hostnames are
resolved as fully qualified names.

2.1.2. Server Requirements

The boom server requires the software versions  as listed in the table below:

Software Version

Java Runtime Java 21

Check the Java version: # <java2l1>/bin/java -version

MySQL Database A local or remotely accessible MySQL/MariaDB/PerconaDB Version 5.x

Check the mysq|l installation: i.e.  # /etc/init.d/mysqld status or
#systemctl status mariadb

Oracle Database A local or remotely accessible Oracle Database Version 10g or higher
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Software Version

Operating System Any that fulfills above requirements

Tested are:

- CentOS (x86_32, x86_64)

- Debian (x86_32, x86_64)

- Fedora (x86_32, x86_64)

- Microsoft Windows 2016, 2012(R2), 2008(R2)

- Novell SUSE Server/OpenSuSE (x86_32, x86_64, ia64)
- RedHat Enterprise Linux (x86_32, x86_64, ia64)

Deprecated:

- HP-UX (PARISC, ia64)

- Microsoft Windows 2003(R2), XP, Vista (x86_32, x86_64)
- SUN SunOS/Open Solaris (x86_64, SPARC)

Hardware requirements:

Recommended Minimum

Disc Space - Server 1 GB on the target disc or file system (e.g. C:\Programs\boom\server or
/opt/boom/server ) for the server files, policies, actions, and the deployables for agents,
monitors and user interface packages.

Disc Space - Database 0.5 GB on the data disc or file system (e.g. C:\Programs\mysgl\data or
Ivar/lib/mysql/data ) for the database files. The initial database size will be less than
15MB, but depending on the number of stored indications and performance values it
can grow substantially.

Memory - Server The server is configured by default to operate with a maximum Java heap size of
1,2GB. This setting allows the server to handle around 300000 indications. The value
can be adjusted in the startup script.

Memory - Database By default the boom database will use innodb to store the data. The buffer pool size
(innodb_buffer_pool_size) should be set to at least 60MB. Logging should be enabled
and set according to the recommendations.

2.1.3. Agent Requirements

The boom Agent requires the software versions  as listed in the table below:

Software Version

Java Runtime Java 8

Java 17

Java 21

Java 25 The agent should also run on java23, java24, java25, non LTS (without
support).

Check the Java version: # java -version

Note: The Java minor release 1.8.0.242 contains a known bug and should not be used.
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Software Version

Operating System

Any that fulfills above requirements

Tested are:

- CentOS (x86_32, x86_64)

- Debian (x86_32, x86_64)

- Debian ARM (Raspberry PI, ARM)

- Fedora (x86_32, x86_64)

- FreeBSD (x86_32, x86_64)

- HP-UX (PARISC, ia64)

- Mac OS/X (x86)

- Microsoft Windows 2016, 2012(R2), 2008(R2), 2003(R2), 10, 7, XP, Vista (x86_32,
x86_64)

- Novell SUSE Server (x86_32, x86_64, ia64)

- OpenSuSE (x86_32, x86_64, ia64)

- Oracle Linux (x86_64)

- arm-raspi

- RedHat Enterprise Linux (x86_32, x86_64, ia64)
- SUN SunOS/Open Solaris (x86_64, SPARC)

- Ubuntu (x86_32, x86_64, ARMV7)

- VMWare ESX 3.x

- zLinux (SLES, RedHat)

- EulerOS

.NET Framework

Only for Windows systems: .NET Framework 2.0 or higher

optional:
Standard C++ Library 32bit
runtime package

It is recommended to use for 64bit Linux systems the according 64bit Java and Agent
package. Additional libraries need to be available if a 32bit JRE and Agent package
should be used i.e. for the more conservative memory management on a 64bit Linux
system: The 32bit agent command line tools e.g. boomindi, boommon etc. will run
only if the Standard C++ Library 32 bit runtime package is installed on the system.
Depending on the system the libraries have different names.

Examples:
- Debian v6 64 bit: lib32stdc++6
- CentOS V6 64 bit: compat-libstdc++-33.i686

Hardware requirements:

Recommended Minimum

Disc Space 20 MB on the target disc or file system (e.g. C:\Programs\boom\agentor /opt/boom/agent )
for the program files, monitors, actions and temporary data.
Memory The agent is configured to work with the default maximum Java heap size (plattform

and java dependent, but typically between 64MB and 512MB).

2.1.4. User Interface Requirements

The boom User Interface requires the software versions  as listed in the table below:
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Software Version

Java Runtime Java 1.8/8

Check the Java version: # java -version

Note: The Java minor release 1.8.0.242 contains a known bug and should not be used.

Operating System - Linux (x86_32, x86_64) (Tested are RedHat and Novell distributions)
- Mac OS/X (x86_64, cocoa)
- Microsoft Windows 2012(R2), 2008(R2), 2003(R2), 7, XP, Vista (x86_32, x86_64)

Hardware requirements:

Recommended Minimum

Disk Space 300 MB on the target disc or file system (e.g. C:\Programs\boom\boom_guor
/opt/boom/boom_gui) for the program files and profile information.

Memory The user interface is configured by default to operate with a maximum Java heap size
of 512MB.

2.1.5. Platform Notes

2.1.5.1. Mac OS X
Agent

The boom agent was tested on Mac OS X Server 10.5, 10.6, 10.8. The installation script of the agent will register the
boom agent in the 'launchd’ configuration. For more information about launchd see the Apple man page . Launchd
registered services require to have "root:wheel" ownership and executable permissions.

The recommended installation path for the boom agent is /opt/boom/agent .

Please change the ownership and permissions of the extracted files before running the install script:

sudo chown -R root:wheel /opt/boom/agent
sudo chmod -R 755 /opt/boom/agent

Server

The boom server installation script does not fully support Mac OS X yet.

The supplied boom_server.plist file contains an example configuration for launchd. You can perform the installation
manually and skip the step that registers 'rc' scripts. Instead of that, please register the boom server by using the
supplied boom_server.plist configuration file for launchd.

The boom_server.plist file expects that the  boom server is unpacked in /opt/boom/boom_server/. If you have the
server installed in another directory, please change the ProgramArguments parameters in the plist file.

sudo chown -R root:wheel /opt/boom/server

sudo chmod -R 755 /opt/boom/server

sudo cp boom_server.plist /Library/LaunchDaemons/

sudo launchctl load /Library/LaunchDaemons/boom_server.plist
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You can stop and start the boom server by using:

sudo launchdctl stop com.blixx.boom.server
sudo launchdctl start com.blixx.boom.server

Ul Client

The Ul tries to integrate the default browser in the statistics and browser view with a component named xulrunner.
Firefox introduced a newer version of the integration code that is not compatible with the Eclipse RCP version of the
UL. If the statistics and browser view show that the browser can not be started internally it is necessary to download
and install the xulrunner version 1.9.x from

Extract the xulrunner files e.g. to  /opt/boom/boom_gui/xulrunner and add in the <boom/boom_gui>/boomgui.inifile after
the -vmargs argument the new line:

-Dorg.eclipse.swt.browser.XULRunnerPath=/opt/boom/boom_gui/xulrunner/

Some of the latest versions of the cairo library on Linux are no longer fully compatible. The Ul might crash on some
operation and cairo library errors are displayed in the log files or as console output. In this case please add a
following java vm attribute into the boomgui.ini

file as last line:

-Dorg.eclipse.swt.internal.gtk.cairoGraphics=false

All boom components are packaged in the server package zip file. The first installation step therefore is always the
server installation. The installation of all other components can only be performed after the server is installed and
running.

WorldlineOs latest boom can be downloaded from

or contact boom support (Email: , Phone: +49 69 256 552 201). Unzip the
software package to the folder in which the server should be installed (e.g. C:\Program Files\boom\server or
/opt/boom/server ).

The installer is a Java based program. Java 21 needs to be available at  boom Server.

Check availability of the Java 21 version:

# <java21>/bin/java -version

Make sure that your database is up and running.

For MySQL create a database user(s) that has rights to create databases or create the databases boom and
BOOM_PERF manually and give the database user full access rights on these two databases.

Check the mysq|l installation:

Page 6 of 428 © Copyright 2024, equensWorldline SE Germany


http://ftp.mozilla.org/pub/mozilla.org/xulrunner/releases/
https://bes-worldline.com/en-us/downloads-main-menu/8-downloads.html
https://bes-worldline.com/en-us/downloads-main-menu/8-downloads.html
mailto:support@bes-worldline.com

boom 5.11.0: User and Administration Manual

# letc/init.d/mysql status

After the installation of the mysql server the user "root" has no password set, so this should be configured first. For
the example steps below we used highly insecure passwords like mysql which should not be used on production
machines!

The initial root account may or may not have a password after installation. Please refer to MySQL documentation
about default root password:

1. Open a terminal/shell

2. Run:

mysql -u root -p
Enter password: (enter root password here)

CREATE DATABASE BOOM,;

CREATE DATABASE BOOM_PERF;

CREATE USER 'boom'@'%' IDENTIFIED BY 'secret’;

GRANT ALL PRIVILEGES ON BOOM.* TO 'hoom'@'%';

CREATE USER 'boom_perf'@'%' IDENTIFIED BY 'secret’;

GRANT ALL PRIVILEGES ON BOOM_PERF.* TO 'boom_perf'@'%";
FLUSH PRIVILEGES;

exit

1. Open a terminal/shell

2. Run:

mysq|

grant all on *.* to 'root'@'%' identified by 'mysql’;

grant all on *.* to 'root'@'localhost' identified by 'mysql’;
grant all on *.* to 'root'@'127.0.0.1" identified by 'mysql’;
flush privileges;

exit

3. Run:

mysq| -u root --password=mysq|

create database BOOM;

create database BOOM_PERF;

grant all on BOOM.* to 'boom'@'%' identified by 'secret’;

grant all on BOOM_PERF.* to 'boom_perf'@'%' identified by 'secret’;
flush privileges;

exit

Check once again if users and passwords are correct. If the login works correctly you will see the greeting message

from mysql.

Run:
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mysqgl -u boom --password=secret
exit

Run:

mysqgl -u boom_perf --password=secret
exit

For Oracle create two users with identical rights as described in
/opt/boom/server/ORACLE_SQL/stepl_create_boom_db.sqto have distinct schemas for boom and BOOM_PERF. It is
recommended to use separate tablespaces for boom and BOOM_PERF to be able to manage the server and
performance data independently.

The steps to correctly create and configure an Oracle database with the right sizes and user access rights are more
complicated than for MySQL. Therefore these steps should be done by a person with experience in the Oracle
database administration.

Invoking the installation script

The installation needs to be performed by an user that has administrative rights (i.e. root) to be able to add files to
the system startup directories.

1. Copy the server zip fileto /tmp
Choose an install directory (e.g. /opt/boom/server )
Unzip the zip File in the install directory

# mkdir -p /opt/boom/server
# cd /opt/boom

# unzip /tmp/server_x_x.zip
# cd server

2. Make sure that java is available

From boom 5.11.0 the upgrade.sh script is automatically searching for a compatible java2l+ version in the
/opt/boom/ directory.

Therefor it is recommended to create a symbolic link in the /opt/boom/ directory that points to a supported Java
version. If multiple Java versions are available, the highest version will be used.

As fallback, in case there is no symbolic link available, the upgrade.sh script takes the default
Java defined inside the PATH. In this case you have to make sure, that the default Java defined
inside the PATH is a Java21+ Version!

3. Change the permissions of the install script to be able to execute it

# chmod 750 install.sh

4. Run the installation script "install.sh" by entering
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# /install.sh

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the server. The installer can handle most Linux distributions, HP-UX,
SUN Solaris and Windows. In most cases the default values that are proposed by the installer can be used without
change, so only the database type and authentication information needs to be entered. If necessary the
configuration can always be changed by running the installer again or by editing the property files as described
below.

The installation script will ask some questions:

OS type: UNIX

Stop server? (yes|no|cancel)? [Y] Y
JAVA_BIN=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.0.x86_64/jre/bin
boom properties:

#AGENT_PORT=23021
#AUDITENABLE=false
#AUDITLOGCOUNT=5

#AUDITLOGDIR=.

#AUDITLOGSIZE=10
#AUTO_APPROVAL=false
#AUTOCLOSE_FINISHED_ALERTS=false
#AUTODETECT_EXTERNAL_HOSTS_FROM_SLAVES=false
#CLUSTER_NODES=
#GUI_PORT=23022
#HOSTNAMES_LOWERCASE=false
#HTTP_PORT=8888
#IGNORE_PERF_DATA=false
#INSTRUCTION_SERVER=http://wiki.local/
#LOGDIR=.

#MAIN_SERVER_IP=
#MAIN_SERVER_NAME=
#MAIN_SERVER_PORT=23020
#SHORT_LABELS=false
#SSL_KEYPASS=

#SSL_KEYSTORE=

#SSL_PASSWORD=
AUTO_ARCHIVE_DAYS=60
AUTO_CLOSE_DAYS=30
AUTO_DELETE_DAYS=90
AUTODETECT_EXTERNAL_HOSTS=true
HB_CTIMEOUT=5000

HB_INTERVAL=10
HB_RTIMEOUT=10000

LOGLEVEL=1

Properties are correct? press 'y’ to continue... (yes|no|cancel)? [Y]
Checking database...

DB properties: ./db.props
DbName=BOOM
Host=localhost
Driver=com.mysq|.jdbc.Driver
Password=

Login=root

Port=3306
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Please check connection properties:

DB type (mysql|oracle) [mysql]:

DB Host [localhost]:

DB Port [3306]:

DB Name [BOOM]:

DB User [root]:

DB Password []: <insert a password>

Database is online...

Create database (existing data will be destroyed!)? (yes|no|cancel)? [Y]
... <a lot of DB output> ...

Main Database creation done.

Checking CREATE TABLE rights
CREATE TABLE EVENTS_TEST AS SELECT ID FROM EVENTS WHERE STATE=Z'
OK.

Checking DROP TABLE rights
DROP TABLE EVENTS_TEST
OK.

PERF DB properties: ./db_perf.props

DbName=BOOM_PERF
Host=localhost
Driver=com.mysq|.jdbc.Driver
Password=

Login=boom_perf

Port=3306

Check Only? Y- check only,N - change settings (yes|no|cancel)? [Y] N
Please check connection properties:

DB type (mysql|oracle) [mysql]:
DB Host [localhost]:

DB Port [3306]:

DB Name [BOOM_PERF]:

DB User [boom_perf]:

DB Password []: <insert a password>
Checking connection

PERF DB is OK

chmod 755 boom_srv

chmod -R 755 ux-daemon.cfg
chmod -R 755 srv/packages
chmod 660 boom.props
chmod 660 db.props

chmod 660 db_perf.props

File is up to date.

File has been updated.

Install boot-time init scripts? (yes|no|cancel)? [Y]
who -r

runlevel=3

RC_DIR=/etc/rc
INIT_DIR=/etc/init.d
RC_DIR=/etc/rc
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sh -c "init_s="ps -ef | grep init | grep -v grep | awk ‘{print $2}' | grep -w \"1\""; echo ${init_s}"
SYS_INIT: initd

File is up to date.

cp -fp ux-daemon.cfg/boom_srv /etc/init.d/

rm -f /etc/rc0.d/K*boom_srv

rm -f /etc/rc0.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc0.d/KO1boom_srv
rm -f /etc/rcl.d/K*boom_srv

rm -f /etc/rcl.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc1.d/KO1lboom_srv
rm -f /etc/rc2.d/K*boom_srv

rm -f /etc/rc2.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc2.d/KO1lboom_srv
rm -f /etc/rc3.d/K*boom_srv

rm -f /etc/rc3.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc3.d/S99boom_srv
rm -f /etc/rc4.d/K*boom_srv

rm -f /etc/rc4.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc4.d/S99boom_srv
rm -f /etc/rc5.d/K*boom_srv

rm -f /etc/rc5.d/S*boom_srv

In -s /etc/init.d/boom_srv /etc/rc5.d/S99boom_srv
rm -f /etc/rc6.d/K*boom_srv

In -s /etc/init.d/boom_srv /etc/rc6.d/KO1boom_srv
insserv boom_srv

chkconfig --add boom_srv

chkconfig boom_srv on

start boom server? (yes|no|cancel)? [Y]y
INIT_DIR=/etc/init.d

sh -c "init_s="ps -ef | grep init | grep -v grep | awk {print $2}' | grep -w \"1\""; echo ${init_s}"
SYS_INIT: initd

starting Server

/etc/init.d/boom_srv start
BOOM_SERVER=/opt/boom/boom_server
Starting boom Server

Manual Installation on Unix

For platforms that are not fully supported by the installer or if for some reasons the install program should not be
used, the following steps need to be performed manually to install the server:

¥ Create the databases and initial table data by executing either the MySQL or the Oracle SqlPlus command

cd /opt/boom/server/MYSQL_SQL

mysq|l -u root -p <./stepl_create_boom_db.sql
mysq| -u root -p <./step2_createOutageTables.sql
mysql -u root -p <./step3_createPGTables.sql

or

cd /opt/boom/server/ORACLE_SQL

sqlplus <user>/<password>@<tnsname> <./stepl_create_boom_db.sql
sqglplus <user>/<password>@<tnsname> <./step2_createOutageTables.sq|
sqglplus <user>/<password>@<tnsname> <./step3_createPGTables.sql

Existing tables will be deleted and re-created!
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¥ For MySQL edit the database configuration files <server directory>:db.props, db_perf.props and update them
with the MySQL instance and logon information.
For Oracle move the database configuration files from /opt/boom/server/ORACLE_SQL/db.props to
/opt/boom/server/db.props and the same for db_perf.props .
Update the files with the Oracle instance and logon information.

¥ Edit the server management script boom_srv. Set the BOOM_SERVER variable to the installation directory and
PATH information as described in the file.

¥ If required edit the boom_srv file to change java startup parameters or hardcode a PATH to a specifc JRE as
described in the chapter

¥ Edit the server rc scripts  ux_daemon.cfg/boom_snexactly with the same information as above.

¥ Copy the server rc script from  ux_daemon.cfg/boom_srvto the init.d directory of the system. The exact location
varies depending on the platform.

¥ Create the symbolic links in the rc level directories as required and use the insserv command if available. The
location and the meaning of these vary for the different platforms.

¥ Verify that all configurations are done correctly by starting the server with e.g.

[etc/init.d/boom_srv start

Check if any errors showed up or are logged in the serverOs log file in <install_dir>/BOOMServer_<date>.log

Invoking the installation script

On 64bit Windows systems make sure that you have a 64bit Java runtime installed. Verify that Java is in the System
Search Path.

The installation needs to be performed by a user that has administrative rights (i.e. administrator) to be able to add
the Windows Service. On platforms with enabled UAC like Windows Vista, Server 2008 and later the commands
must be executed with advanced privileges.

Open a command window by selecting Start!/RunE or Start!'Search and enter cmd, press OK (or right click and
choose "Run as Administrator).

In the command window change to the installation directory and adapt "JAVA_BIN" entry (Java 21) in configuration
file boom_srv.cfg by entering

> cd <install dir> (e.g. cd c:\Program Files\boom\server)
> notepad boom_srv.cfg
JAVA_BIN="<java21>\bin"

and run the installer by entering

> install.cmd

The script will trigger the installer which queries the configuration settings, updates the configuration files and
performs all steps that are necessary to install the server.

In most cases the default values that are proposed by the installer can be used without change, so only the database
type and authentication information needs to be entered. If necessary the configuration can always be changed by
running the installer again or by editing the property files as described below.
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Manual Installation on Windows

On 64bit Windows systems make sure that you have a 64bit Java runtime installed. Verify that Java is in the System
Search Path.

¥ Create the databases and the initial table data by executing either the MySQL or the Oracle SqlPlus command

> cd C:\Program Files\boom\server\MYSQL_SQL

> mysql -u root -p <.\stepl_create_boom_db.sql

> mysq|l -u root -p <.\step2_createOutageTables.sql
> mysqgl -u root -p <.\step3_createPGTables.sql

or

> cd C:\Program Files\boom\serve\ORACLE_SQL

> sqlplus <user>/<password>@<tnsname> <.\stepl_ create_boom_db.sqgl

> sqlplus <user>/<password>@<tnsname> <.\step2_createOutageTables.sql
> sqlplus <user>/<password>@<tnsname> <.\step3_createPGTables.sq|l

Existing tables will be deleted and re-created!

¥ For MySQL edit the database configuration files C:\Program Files\boom\server\db.props , db_perf.props and
update them with the MySQL instance and logon information.
For Oracle move the database configuration files from C:\Program Files\boom\servenORACLE_SQL\db.propsto
C:\Program Files\boom\server\db.props and the same for db_perf.props . Update the file with the Oracle instance
and logon information.

¥ Open a command window by selecting Start!RunE and enter cmd, press OK.
In the command window change to the installation directory by entering
cd <install dir>  (e.g.cd c:\Program Files\boom\server )
Depending on the installed Java version (32 or 64bit) register the boom Server as Windows Service with the
command
32bit:

> booms_service_32.exe -i

64bit:

> booms_service_64.exe -i

# On platforms with UAC like Windows Vista, Server 2008 and later the command must be
executed with advanced privileges.

¥ Verify that all configurations are done correctly by starting the server with the Windows Service Control Panel.
Check if any errors showed up or are logged in the serverOs log file in <install_dir>/BOOMServer_<date>.log

The server process normally runs under user root on Unix systems and under the System account on Windows
systems. In UNIX environments that are highly security sensitive it may be necessary to limit the number of
processes that have full root permissions. The installation always has to be performed as root.

Server can be configured to run under user that does not have root permissions. However, the user needs specific
"sudoers" (sudo) rights in order to start/stop the boom service. The configuration actions have to be performed as
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root.

¥ Configure the "non-root" usage after installation of the server (Here: also group of
<server_install_directory> will be changed)

" Create a "non-root" group (for example "boomerang")

Create a "non-root" user (for example "boomerang") referring to "non-root" group

Adapt the "sudoers" configuration (password less) according to the OS related settings. For CentOS and user
"boomerang" the configuration looks as follows:

boomerang NOPASSWD /bin/systemctl * boom_srv

Change the ownership (user and group) of the ~ boom Server home directory:

chown -R boomerang:boomerang /opt/boom/server/

Modify "HTTP_PORT" entry in  boom Server property file to a "non-root" usable port (for example 8443):

vi lopt/boom/server/boom.props

HTTP_PORT=8443

Insert "User" entry to service file:

vi /etc/systemd/system/boom_srv.service

[Service]

User=boomerang

Type=forking
PIDFile=/opt/boom/server/boom_server.pid

" Reload modified service file:

systemctl daemon-reload

" Start the server as "non-root" user on UNIX systems

by restarting the boom Server:

<server_install_directory>/boom_srv -stop
<server_install_directory>/boom_srv -start

This procedure works from a general standpoint and most use-cases are covered, however if the boom server itself
is required to perform any action which need elevated rights, it wonOt be able to perform so. Agent running under
the root user on their systems are not effected. For agents running under non-root user, please refer to the chapter

# Due to UNIXOs restriction root only can bind to low ports (<1024) the boomOs "HTTP_PORT" port
setting must be chosen from high port range (>1024).
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The agent packages are placed on the server and can be downloaded from its built-in web server. The server will
prepare the agent configuration files and generate the packages when a download request is received. Therefore it
is mandatory to once download an agent from this web server to have all packages build. Afterwards the packages

can also be copied by other means to the target systems.

To download the agent point your browser to the following address:

https://lyour.boom.server

|y Statistics i3

Server Main Page

Server Status Page
Dashboard

Deplovment Packages
Online Documentation

s Statistics

Server Deployments

Agents:

euleros aarch64
freebsd32

freebsd64

i3 2

linux32 arm raspi
linu64

lmx64 IBM Svystem z

=3

vImware-esx
win2000
win32

Static Packages:

home refresh  back

home refresh  back

add agentgz
UI Clients:
linux. gtk.x85 boomguitar.gz
linux. gtk.x85_64 boomguigd tar.gz
win32. win32 x86 boomgui.zip
win32.win32.x86_64 boomouis4. zip

Unzip the boom agent package to the folder in which the agent should be installed (e.g.
or /opt/boom/agent ).

Invoking the installation script

The recommended installation path for the
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C:\Program Files\boom\agent

boom Agent is /opt/boom/agent, we also recommend performing the
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installation as root user. In case the boom Agent should run under a different system user (non-root user) please
refer to

1. Copy the agent zip file to /tmp and change to the install directory

e.g.

# cd /tmp

# wget https://your.boom.server/deploy/agent/<OS system>_boom_agent.zip
# mkdir /opt/boom/agent

# cd /opt/boom/agent

2. Unzip the zip file in the install directory

# pwd
/opt/boom/agent
# unzip /tmp/<OS system>_boom_agent.zip

3. Change the permissions of the install script to be able to execute it.

# chmod 750 install

4. Run the installation script “install". It will query the configuration settings, update the configuration files and
perform all steps that are necessary to install the agent. The script can handle most Linux distributions, HP-UX,

SUN Solaris and VMWare ESX.
For others some manual steps might be required e.g. to integrate the server with the system start-up and
shutdown routines.
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# .[install

Set BOOM_ROOT=/opt/boom/agent

Install Agent to /opt/boom/agent?

(yes|no|cancel) [Y]? Y

Information: Checking if Agent is running and stop it...

Please specify the agent port that should be used.

[23021]? --> common for all agents / use the default if available

Please specify the server port that should be used (common for all agents).
[23020]? --> use the default if available

Please enter the full qualified name of the Management Server.

[monserver]?

DNS Lookup of monserver failed. Continue anyway?

(yes|no|cancel) [Y]?

The path to Java can be hardcoded in the startup scripts (i.e. the rc start/stop files).
If this is not selected, ensure that the path to Java is in the PATH variable of the init/systemd
process.

Should the path be hardcoded?

(yes|no|cancel) [Y]?

Please enter the full path to the java executable.

[fusr/bin/]?/usr/bin/

Should the agent be started under the default [root] user?

(yes|no|cancel) [Y]?yes

Should the script add the according entries in the run level directories to start and stop the
agent automatically at system boot time?

(yes|no|cancel) [Y]?

At which runlevel should the agent be started or stopped (2-5)?

[3]?

Collection of information finished.

Selection Summary:
Installation directory: /opt/boom/agent

Server: monserver
Server Port: 23020
Server IP: Server_IP

Agent Port: 23021
NAT/Shared IP:  false
Start at Runlevel: 3

Log Level: 1

Size per Lodfile: 10

The path to java (/usr/bin/) will be hardcoded in the script files.
The agent start/stop entries will be entered in the runlevel directories to startup at level 3

Perform this installation
(yes|no|cancel) [Y]?
Installation finished.

Start the agent?
(yes|no|cancel) [Y]?

Starting Agent

5. Approve the agent in the boom GUI
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Select the "Hosts" view

Open the "Not approved Agents" Group

Select the new agent

right-click --> Approve Agent

2.2.3.2. Silent Installation on Linux/Unix Systems

boom 5.11.0: User and Administration Manual

Instead of parsing the configuration parameters through the dialog during installation, it is also possible to install an
agent silently. Therefore, the steps for a convenient installation should be followed until the install script is called.

In order to see the details of silent installation, the help of the install script can be called.

Jinstall --help
Jinstall -s
Jinstall -s -us <non-root user> -j <path2java>

When using only the -s flag the default settings of the installation script will be used. For other settings such as path
to java or a different system user to run the process, the appropriate flags should be used (see below). The
installation process works equally and the output of the settings which where used are also displayed to the console.

Flag Parameter Default
-S silent install

-u uninstall

-a CLUSTER_NODES -

-ap AGENT_PORT 23021
-C IS_CLUSTER false

-h AGENT_HOST

[ AGENT_IP

-1l LOGLEVEL 1

-lc LOGCOUNT 5

-Is LOGSIZE 10

-j JAVA_PATH (done automatically)
-n SHARED_IP false

-rl RUN_LEVEL -

-si MAIN_SERVER_IP -

-sh MAIN_SERVER_NAME -

-sp MAIN_SERVER_PORT -

-us AGT_USER root

2.2.3.3. Agent running as "non-root"

The agent process normally runs under user root on Unix systems and under the System account on Windows
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systems. In UNIX environments that are highly security sensitive it may be necessary to limit the number of
processes that have full root permissions.

Agent can be configured to run under user that does not have root permissions. However, the user needs specific
"sudoers" (sudo) rights in order to start/stop the boom service. There are two possibilities to configure the Agent to
run as "non-root" but the actions have to be performed as root:

¥ Configure the "non-root" user directly during agent installation (Here: group of <agent_install_directory>
remains unchanged)

" Create a user, we will name it "boomerang", before starting the agent installation. Run the installer as usual
under root and enter the username here:

Should the agent be started under the default [root] user?

(yes|no|cancel) [Y]? no

Please enter the user.

[? boomerang

Should the script add the according entries in the run level directories to start and stop the
agent automatically at system boot time?

(yes|no|cancel) [Y]?

At which runlevel should the agent be started or stopped (2-5)?

[3]?

Should the script add the according entries in the run level directories to start and stop the
agent automatically at system boot time?

(yes|no|cancel) [Y]?

At which runlevel should the agent be started or stopped (2-5)?

[3]?

Collection of information finished.

Selection Summary:
Installation directory: /opt/boom/agent

Server: monserver
Server Port: 23020
Server IP: Server_IP

Agent Port: 23021

NAT/Shared IP:  false

Start at Runlevel: 3

Log Level: 1

Size per Lodfile: 10

Start the Agent as User: boomerang

The path to java (/usr/bin/) will be hardcoded in the script files.

The agent start/stop entries will be entered in the runlevel directories to startup at level 3

" Adapt the "sudoers" configuration (password less) according to the OS related settings. For CentOS and user
"boomerang" the configuration looks as follows:

boomerang NOPASSWD /bin/systemctl * boom_agt

¥ Configure the "non-root" wusage after installation of the agent (Here: also group of
<agent_install_directory> will be changed)

In case you want to create the "non-root" user after the agent installation, please proceed as follows:

" Create a "non-root" group (for example "boomerang")
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Create a "non-root" user (for example "boomerang") referring to "non-root" group

Adapt the "sudoers" configuration (password less) according to the OS related settings. For CentOS and user
"boomerang" the configuration looks as follows:

boomerang NOPASSWD /bin/systemctl * boom_agt

Change the ownership (user and group) of the ~ boom Agent home directory:

chown -R boomerang:boomerang /opt/boom/agent/

Insert "User" entry to service file:

vi letc/systemd/system/boom_agt.service

[Service]

User=boomerang

Type=forking
PIDFile=/opt/boom/agent/boom_agent.pid

" Reload modified service file:

systemctl daemon-reload

" Start the agent as "non-root" user on UNIX systems

by setting the variable USER in the boom_agt.cfg file in the agent installation directory

vi <agent_install_directory>/boom_agt.cfg

# agent user
USER=boomerang

and restart the boom Agent:

<agent_install_directory>/boom_agt -stop
<agent_install_directory>/boom_agt -start

The "non-root" agent is only supported on UNIX systems . The agent for Windows must run under the System
account or an Account which belongs to the Administrators group!

Some of the monitoring policies and packages have to be adopted to "non-root" restrictions

(default SNMP trap receiver port cannot be used, no access to certain log files or executables, E).
# Hint: Due to UNIXOs restriction root only can bind to low ports (lower 1024) the SNMP trap receiver

port must be chosen from high port range (greater 1024) and a port rerouting has to be arranged.

Invoking the installation procedure

On the Windows platform perform the following steps to install the agent:
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¥ Login as Administrator
To install the agent an Administrator account is needed. After the installation the BoomAgent windows service
has to run either under a local system account (default) or under a technical user, who belongs to the
Administrators group.

¥ Install the boom Agent

" Download the agent package fitting your Windows and Java architecture (32 or 64bit) from i.e.
https://lyour.boom.server/deploy/agent/win32_boom_agent.zip
or
https://lyour.boom.server/deploy/agent/win64_boom_agent.zip

unzip to a folder of your choice (i.e.  C:\Program Files\boom\agent )

" Verify that the boom server name and port settings are correctly entered in the configuration file
conf/lagent.conf. All other values will be filled automatically by the agent.

# Do not change this file while the agent is running, since the agent will overwrite it.

Open a command window by selecting Startmenu!RunE, enter cmd, press OK.

In the command window change to the installation directory by entering
cd <install dir> (e.g.cd C:\Program Files\boom\agent )

Register the boom agent as Windows service with the command:

> booma_service_32.exe -i

or

> booma_service_64.exe -i

# On platforms with UAC like Windows Vista, Server 2008 and later the command must be
executed with advanced privileges.

" Start the boom Agent Windows service

> net start BoomAgent

or change to the Windows service and start the BoomAgent service manually.

" Approve the Agent in the boom GUI

Select the "Hosts" view

Open the "Not approved Agents" Group
Select the new agent

right-click --> Approve Agent

¥ Check if any errors showed up or are logged in the agentOs log file in <install_dir>/Agent_<date>.log

Assignment Group "boom-Basic"

For full agent functionality, deploy the assignment group "boom-Basic" to the agent. This mandatory group contains
the policy "boom_Messages" for internal messages, the package "boomJavaMonitors” for agent specific Java
monitoring classes, and Inventory for the discovery of inventory information.
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Execute the following steps to uninstall an agent:

1. Stop the agent

#/etc/init.d/boom_agt stop

2. Delete the installation folder, init.d and rc scripts

# rm -rf Jopt/boom/agent
# rm -f /etc/init.d/boom_agt
# rm -f /etc/rc?.d/*boom_agt

3. If necessary delete the entry for the management server from

4. Delete the agent in the boom GUI

Execute the following steps to uninstall an agent:

1. Stop the agent

> net stop BoomAgent

boom 5.11.0: User and Administration Manual

/etc/hosts

2. Execute the setup file from a command window to uninstall BoomAgent service

a. Change to the installation folder

b. Execute the setup file with -u flag (uninstall) to delete the windows service

> booma_service_32.exe -u
or
> booma_service_64.exe -u
3. Delete the installation folder
i.e. C:\Program Files\boom\agent

4. If necessary delete the entry for the management server from

5. Delete the agent in the boom GUI

%windir%\system32\drivers\etc\hosts

Download the boomgui package that suits your platform from the serverOs web page as described for the agent.

To download the client package point your browser to the following address:

https://your.boom.server
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1y Statistics 52 =0

home refresh  back

Server Main Page

Server Status Page
Dashboard

Deplovment Packages
Online Documentation

1y Statistics =0

home refresh back

Server Deployments
Agents:

culeros _aarch64
freebsd32
freebsd64
limx32

lim64 [BM Svystem z
limrx ARM

VIware-esx
wind000
win32
win64

Static Packages:

add sgent.oz
UI Clients:
linux.gtk.x86 boomqui.tar.gz
linux.gtk x86_64 boomaquie4 tar.qz
win32 win32 x86 boomaui zip
win32.win32.x86_64 Dboomouifd.zip

1. Select the link Deployment packages and download the Client package that suits your platform.

2. Unzip the package to the folder in which the user interface should be installed (e.g. C:\boom\boom_guior
/opt/boom/boom_gui). No further installation steps are necessary.

3. Java needs to be in the current userOs search path in order to startup the GUI.

4. Start the graphical user interface by executing the boomgui program

In order to add new licenses you need to run the boom user interface. If you do not have installed the boom Ul, you
need to download the latest boomgui package from the server by pointing the browser to the following address:
https://your.boom.server.

For more information please contact  boom support (Email: ).

With version 4.0 the license counting and checking has been changed.

License Types

LH = zxxxxx ...

!

License Type

© Copyright 2024, equensWorldline SE Germany Page 23 of 428


mailto:support@bes-worldline.com

boom 5.11.0: User and Administration Manual

LH

BB

Licensed Host Points:

Licensed Site Servers:

each Agent requires 10 points, each agentless monitored
system or device requires 1 point

the number of integrated servers like boom2boom
slaves, om2b slaves, mirror servers and similar

Check existing Licenses

A list of existing licenses can be found in the Statistics View

browser to the servers status page at:

https://your.boom.server

Server is running on WL-JBBYRH3

Version:
Started:

Memaory usedfotalimax:

Available CPUs:
0S5 Name:

Java Version:
Directory:

Active Indications:

588

2022-12-16 12:30:39
54MB/255MB/910MB
16

Windows 10
1.8.0_272
Cl\poom\boom_server
96

Last Indication processing time: 0 ms

Avg processing fime

(Single Thread):

Avg processing time
(Concurrent Threads)

Performance Records In:

Paolicies (known]:
Agents (pending):

Uzers (connected):

Users (known):

Number of Site Servers:

Monitored Hosis:
Enabled Agents:

Add New License

To add one or more new licenses you have to perform the following
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0.12529002320185817 ms Processed Indications

IF:
Host:

03 Architecture:
08 Version:
Java Vendor:

Closed Indications:
Max processing time:

0.08449612403100777 ms Agent Threads:

1

479

0
[admin]
5

0

12

1

Performance Records Out:
Agents (known/local enabled):

# Uszers (connected):

Forward/User Filters:
Slaves List

in the

192.168.56.1
WL-JBEBYRH3

amdg4
10.0

Azul Systems, Inc.

2647
Ims

431

Licensed Host Points:
Licensed Site Servers:
Licensed Archive Module:

22 of 100

boom User Interface or by pointing your web

0 List of existing licences

true

boom server action:
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After the 'Add License' Action has finished, go to the boom statistics view to see the list of all existing licenses (see
paragraph above).

Upgrade from Version 5.xt0 5.11.0

WorldlineOs latest boom can be downloaded from
or contact boom support (Email: , Phone: +49 69 256 552 201).

All required components to upgrade the boom software are part of the server installation package available on
download contact mentioned above. The upgrade of the boom components Server/Agent/GUI is being performed by
the following steps:

1. Upgrade the server as described in the following chapters. In Primary-Backup/Master-Slave Environments
always upgrade all Backup/Slave Servers first , before the Primary/Master Server is upgraded.

The GUI based Import MPI functionality offers features like the content compare for policies
and binaries, reducing greatly the efforts that are necessary to re-check custom changes

# compared to the import functionality that was formerly used in the upgrade process. Therefore
the upgrade of actions, policies, assignment groups and packages has been removed from the
server upgrade script and should be performed manually as step 3.

2. Upgrade the GUI. With this version the GUI comes with updated libraries that require to upgrade by re-
installation of the new GUI package as described in the chapter . The use
of the automatic Upgrade by simply logging into the new server with the old GUI version and then follow the
steps described in the chapter will be possible for later versions again.

3. Use now the new GUI to upload the latest versions of actions, assignment groups, packages, and policies with the
using the temporary upgrade directory <boom_server_temp>/srv

4. As last step upgrade the boom agent via the GUI as described in chapter and redeploy the
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packages that were upgraded (i.e. boomJavaMonitors, Inventory, SNMP)

After downloading the latest software package, unzip the package into a temporary folder (temporary upgrade
directory). This folder MUST be outside the current server installation folder!

If you are running the  boom Server in a Primary-Backup/Master-Slave environment, please make
n sure you are upgrading the boom Servers in the following order:

1. Backup/Slave Server

2. Primary/Master Server

Linux/Unix

The upgrade process must be performed inside the temporary upgrade directory by a user root or a non-root user
that has the ownership of the current server installation directory.

From boom 5.11.0 the upgrade.sh script is automatically searching for a compatible java2l+ version in the
/opt/boom/ directory.

Therefor it is recommended to create a symbolic link in the /opt/boom/ directory that points to a supported Java
version.

If multiple Java versions are available, the highest version will be used.

As fallback, in case there is no symbolic link available, the upgrade.sh script takes the default Java
I defined inside the PATH. In this case you have to make sure, that the default Java defined inside
the PATH is a Java21+ Version!

As a second step you have to change the permissions of the upgrade script in oder to be able to execute the script by
entering the following command:

chmod 750 upgrade.sh

After that you can run the upgrade script upgrade.sh by entering:
Jupgrade.sh

After the script has been started it will guide you through the complete server upgrade process. All information that
is displayed in square brackets [] will be used by the script as default value if no other data is entered by the user.

For more detailed information about the Linux upgrade process see the following chapter

Upgrade Steps:

¥ Note: Please make sure, that a symbolic link to the correct Java Version exists in the /opt/boom/ directory.

¥ The script will first ask for the current server installation directory. Please enter the directory where the boom
server that you want to upgrade is running.

¥ If the boom Server is running, it should be stopped before the upgrading process will start.
¥ You have the possibility to back up the current installation.

¥ updating (optional) rc scripts (Unix only) and the booms_service.exe (Windows only).

¥ updating (optional) the database.

¥ updating (optional) the boom_srv startup scripts (boom_srv, boom_srv.cmd).
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¥ updating (optional) main files (main directory with boom_server.jar, install, upgrade, and subdirectories refs, jsi)
¥ updating (optional) the libraries (subdirectory srv/lib)

¥ updating (optional) the Oracle and MySQL specific sql scripts (subdirectories ORACLE_SQL and MYSQL_SQL)
¥ updating (optional) the Unix template file for service/daemon configuration (subdirectory ux-daemon.cfg)

¥ updating (optional) the SNMP MIB files (subdirectory srv/mibs)

¥ updating (optional) the HTML files (subdirectory srv/html used for the server webpages like statistics and the
dashboards)

¥ updating (optional) the Agent and Ul deployment bundles (subdirectory srv/deployment containing the agent
and Ul bundles)

¥ updating (optional) the mandatory binary Packages (boomJavaMonitors, Inventory, SNMP)

¥ Start the boom Server

Windows

The installation needs to be performed by a user that has administrative rights (i.e. administrator) . To start the
upgrade process on a Windows system, you have to run the upgrade.cmd from a Windows command line interface.

Open the cmd.exe console, switch to the directory where the upgrade package is located. Adapt entry
JAVA_BIN="<java21>\bin" (Java 21) in configuration file boom_srv.cfg and then run the upgrade script:

C:\temp\boom_server> notepad boom_srv.cfg
E JAVA BIN="<java21>\bin"
C:\temp\boom_server> upgrade.cmd

Upgrade Steps:
All steps that will be performed during the upgrade are identically to the Unix upgrade steps as described above.

For more detailed information about the Windows upgrade process see chapter

Upgrade from Version 5.10.0 to 5.11.0 on Linux

Initial situation: boom Server installation directory is "/opt/boom/server"; temporary upgrade directory is
"tmp/server"

[root@u999imogw002d boom_server_5.11J# chmod 750 upgrade.sh
[root@u999imogw002d boom_server_5.11]# ./upgrade.sh
Compatible java version found in /opt/boom/java24/bin/java’
Checking java: /opt/boom/java24/bin/java

/opt/boom/java24/bin/java -version

NAME="Red Hat Enterprise Linux"

VERSION="9.4 (Plow)"

ID="rhel"

ID_LIKE="fedora"

VERSION_ID="9.4"

PLATFORM_ID="platform:el9"

PRETTY_NAME="Red Hat Enterprise Linux 9.4 (Plow)"
ANSI_COLOR="0;31"

LOGO="fedora-logo-icon"
CPE_NAME="cpe:/o:redhat:enterprise_linux:9::baseos"
HOME_URL="https://www.redhat.com/"
DOCUMENTATION_URL="https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9"
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BUG_REPORT_URL="https://issues.redhat.com/"

REDHAT_BUGZILLA_PRODUCT="Red Hat Enterprise Linux 9"
REDHAT_BUGZILLA_PRODUCT_VERSION=9.4

REDHAT_SUPPORT_PRODUCT="Red Hat Enterprise Linux"
REDHAT_SUPPORT_PRODUCT_VERSION="9.4"

openjdk version "24.0.2" 2025-07-15

Java is OK. Major version: 24

Please enter the path to the boom server installation that will be updated: [/opt/boom/server]:
Can't find boom files in specified location: /opt/boom/server

OS: Linux

isUnix: true

whoami

Current User: root

stat -c %U /opt/boom/server

User /opt/boom/server: boomerang

stat -c %G /opt/boom/server

Group /opt/boom/server: boomerang

Target boom server installation: /opt/boom/server
/opt/boom/zulu24.32.13-ca-jdk24.0.2-linux_x64/bin/java -jar /opt/boom/server/boom_server.jar -version
Current location: /tmp/boom_server_5.11
/opt/boom/zulu24.32.13-ca-jdk24.0.2-linux_x64/bin/java -p /tmp/boom_server_5.11/srv/libs -m
boom.server/com.blixx.server.ServerEngine -version

boom version: [5.11.0]

Stop server? (yes|no|cancel)? [Y]y

INIT_DIR=/etc/init.d

sh -c "init_s= ps -ef | grep init | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
sh -c "init_s= ps -ef | grep systemd | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
SYS_INIT: systemd

stopping Server

systemctl stop boom_srv

Backup existing installation? (yes|no|cancel)? [Y]

chmod 755 boom_srv

chmod -R 755 ux-daemon.cfg

chmod -R 755 srv/packages

chmod 660 boom.props

chmod 660 db.props

chmod 660 db_perf.props

upgrade rc scripts? (yes|no|cancel)? [N] Y

who -r

runlevel=3

RC_DIR=/etc/rc

INIT_DIR=/etc/init.d

sh -c "init_s=  ps -ef | grep init | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
sh -c "init_s= ps -ef | grep systemd | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
SYS_INIT: systemd

/opt/boom/server/ux-daemon.cfg/boom_srv.service configuration file will be updated ...

cp -fp /opt/boom/server/ux-daemon.cfg/new_boom_srv.service /etc/systemd/system/boom_srv.service
chown root:root /etc/systemd/system/boom_srv.service

Systemd service file is updated: /etc/systemd/system/boom_srv.service

INFO: JAVA_OPTS are now maintained in the systemd service file.

INFO: No boom_srv.cfg file or boom_srv script is used anymore.

INFO: To update JAVA_OPTS, edit the systemd service file and run: systemctl daemon-reload

INFO: To see current JAVA_OPTS, run: systemctl show boom_srv.service --property=Environment

INFO: To see service status, run: systemctl status boom_srv.service

INFO: To start/stop/restart the service, run: systemctl start|stop|restart boom_srv.service

systemctl daemon-reload

systemctl enable boom_srv.service

Runtime OpenJDK: /opt/boom/java24/bin

Set JAVA_BIN in /opt/boom/server/boom_srv.cfg: JAVA_BIN=/opt/boom/java24/bin
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Upgrade database? (yes|no|cancel)? [N]
PERF DB properties: /opt/boom/server/db_perf.props

Port=1521
EnPass=AAAACEGTavJYM4+E
Driver=oracle.jdbc.OracleDriver
DbName=BOOM_PERF
Host=gabin.bes-intern.com
Login=boom_perf

Password=

SID=openview

Check Only? Y- check only,N - change settings (yes|no|cancel)? [Y]
PERF DB is OK

Update main files? (yes|no|cancel)? [Y]
Update main files? (yes|no|cancel)? [Y]
/opt/boom/server/refs/APACHE-2_0.txt done.
/opt/boom/server/refs/copyrights.txt done.
/opt/boom/server/refs/epl-v10.html done.
/opt/boom/server/refs/igpl-2.1.txt done.
/opt/boom/serverljsi/checkDatabase.jsi done.
/opt/boom/server/jsi/checkDatabasePerf.jsi done.
/opt/boom/server/jsi/getinitDir.jsi done.
/opt/boom/server/jsi/getinitSystem.jsi done.
/opt/boom/serverljsi/getRcDir.jsi done.
/opt/boom/server/jsif/install.jsi done.
/opt/boom/server/jsi/install.jsi.log done.
/opt/boom/server/jsi/installDB.jsi done.
/opt/boom/serverljsil/installinitRC.jsi done.
/opt/boom/server/jsi/installSystemD.jsi done.
/opt/boom/server/jsi/patch.jsi done.
/opt/boom/serverljsi/startServer.jsi done.
/opt/boom/serverljsi/stopServer.jsi done.
/opt/boom/server/jsi/testJavaVersion.jsi done.
/opt/boom/server/jsi/lupgrade.jsi done.
/opt/boom/server/jsi/lupgradeDB.jsi done.
/opt/boom/server/jsi/lupgradeFiles.jsi done.
/opt/boom/server/jsi/lupgradeRC.jsi done.
/opt/boom/server/jsi/lupgrade.jsi.log done.
boom.props file is already upgraded.

Update srv/libs folder? (yes|no|cancel)? [Y]

updating libraries...

lopt/boom/server/srvl/libs/boom-jsi.jar done.
/opt/boom/server/srv/libs/boom.server-5.11.0.jar done.
/opt/boom/server/srv/libs/commons-email-1.6.0.jar done.
/opt/boom/server/srv/libs/error_prone_annotations-2.38.0.jar done.
/opt/boom/server/srv/libs/gson-2.13.1.jar done.
/opt/boom/server/srvllibs/jakarta.activation-1.2.1.jar done.
/opt/boom/server/srvl/libs/jakarta.mail-1.6.7.jar done.
/opt/boom/server/srv/libs/jetty-http-11.0.25.jar done.
/opt/boom/server/srv/libs/jetty-io-11.0.25.jar done.
/opt/boom/server/srvilibs/jetty-jakarta-servlet-api-5.0.2.jar done.
/opt/boom/server/srv/libs/jetty-security-11.0.25.jar done.
/opt/boom/server/srv/libs/jetty-server-11.0.25.jar done.
/opt/boom/server/srvllibs/jetty-servlet-11.0.25.jar done.
/opt/boom/server/srvilibs/jetty-util-11.0.25.jar done.
/opt/boom/server/srvl/libs/ifreechart-1.5.6.jar done.
/opt/boom/server/srv/libs/jsch-0.1.55.jar done.
/opt/boom/server/srv/libs/log4j-api-2.25.0.jar done.

© Copyright 2024, equensWorldline SE Germany

Page 29 of 428



boom 5.11.0: User and Administration Manual

/opt/boom/server/srvl/libs/log4j-core-2.25.0.jar done.
/opt/boom/server/srvilibs/log4j-slf4j2-impl-2.25.0.jar done.
/opt/boom/server/srv/libs/mysqgl-connector-j-9.4.0.jar done.
/opt/boom/server/srv/libs/ojdbc10-19.21.0.0.jar done.
/opt/boom/server/srv/libs/protobuf-java-4.31.1.jar done.
/opt/boom/server/srvllibs/slf4j-api-2.0.17.jar done.

updating libraries done.

Update ORACLE_SQL folder? (yes|no|cancel)? [Y]

updating ORACLE_SQL ...

/opt/boom/server/ORACLE_SQL/db.props done.
/opt/boom/server/ORACLE_SQL/stepl_create_boom_db.sql done.
/opt/boom/server/ORACLE_SQL/step2_createOutageTables.sql done.
/opt/boom/server/ORACLE_SQL/step3_createPGTables.sql done.
/opt/boom/server/ORACLE_SQL/step4_createAgentExtTables.sqgl done.
/opt/boom/server/ORACLE_SQL/upgrade_oracledb.sqgl done.

Update MYSQL_SQL folder? (yes|no|cancel)? [Y]

updating MYSQL_SQL ...
/opt/boom/server/MYSQL_SQL/createDBsAndUsers_sample.sql done.
/opt/boom/server/MYSQL_SQL/db.props done.
/opt/boom/server/MYSQL_SQL/stepl_create_boom_db.sql done.
/opt/boom/server/MYSQL_SQL/step2_createOutageTables.sql done.
/opt/boom/server/MYSQL_SQL/step3_createPGTables.sqgl done.
/opt/boom/server/MYSQL_SQL/step4_createAgentExtTables.sql done.
/opt/boom/server/MYSQL_SQL/upgrade_mysqldb.sql done.
Update/Replace srv/mibs folder? (yes|no|cancel)? [Y]
/opt/boom/server/srv/imibs/ASCOM-SWITCHING-SYSTEMS-MIB done.
/opt/boom/server/srv/mibs/ACCOUNTING-CONTROL-MIB done.

/opt/boom/server/srv/imibs/WWW-MIB done.
/opt/boom/server/srvimibs/XYLAN-BASE-MIB done.
Update srv/html folder? (yes|no|cancel)? [Y]
updating html files...
/opt/boom/server/srv/html/acknMsgPie.png done.
/opt/boom/server/srv/html/activeMsgPie.png done.

/opt/boom/server/srv/html/warning.png done.
/opt/boom/server/srv/html/warning_f.png done.

updating html done.

Update srv/deploy folder? (yes|no|cancel)? [Y]

Update srv/deploy folder? (yes|no|cancel)? [Y]

updating deployments...

agent.conf remains the same

updating deployments done.

Update srv/packages/BoomJavaMonitors? (yes|no|cancel)? [Y]

updating BoomJavaMonitors...

updating BoomJavaMonitors done.

Update srv/packages/SNMP? (yes|no|cancel)? [N]

Update srv/packages/Inventory? (yes|no|cancel)? [N]

Update srv/jobs folder? (Config changes will be replaced) (yes|no|cancel)? [N]
Add new jobs? (yes|no|cancel)? [Y]

File /opt/boom/server/srv/jobs/AgentExport.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/AutoArchiveFiltered.job.xml exists. Skipped.
File /opt/boom/server/srv/jobs/AutoCloseFiltered.job.xml exists. Skipped.

File /opt/boom/server/srvijobs/Auto_Archive_Duplicates.job.xml exists. Skipped.
File /opt/boom/server/srv/jobs/Certificate_expiration_check.job.xml exists. Skipped.
File /opt/boom/server/srv/jobs/cleanBoomPerfDB.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/ICMDB_Export.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/Find_Lost_Policies.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/importVAgents.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/InventoryClean.job.xml exists. Skipped.

File /opt/boom/server/srvi/jobs/sampleExec.job.xml exists. Skipped.
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File /opt/boom/server/srv/jobs/SyncAgents.job.xml exists. Skipped.

File /opt/boom/server/srvi/jobs/Synchronize_ PROXY _Slaves.job.xml exists. Skipped.
File /opt/boom/server/srv/jobs/SyncUsers.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/UserExport.job.xml exists. Skipped.

File /opt/boom/server/srv/jobs/vagentsimport exists. Skipped.

done.

updating srv/cli/LinuxUtilsSamples...
lopt/boom/server/srv/cli/LinuxUtilsSamples/boomAGTSTAT done.
lopt/boom/server/srvi/cli/LinuxUtilsSamples/boomCMD done.
/opt/boom/server/srv/cli/LinuxUtilsSamples/boomDNLD done.
/opt/boom/server/srv/cli/LinuxUtilsSamples/boomIIDGET done.
lopt/boom/server/srv/cli/LinuxUtilsSamples/boomINDIGET done.
lopt/boom/server/srvicli/LinuxUtilsSamples/boomINDISEXP done.
/opt/boom/server/srv/cli/LinuxUtilsSamples/boomSRVSTAT done.
/opt/boom/server/srv/cli/LinuxUtilsSamples/boomUPLD done.
lopt/boom/server/srv/cli/LinuxUtilsSamples/boom_env_ssl.cnf done.
/opt/boom/server/srvi/cli/LinuxUtilsSamples/boom_prov_enc.sh done.
/opt/boom/server/srv/cli/LinuxUtilsSamples/README.txt done.
lopt/boom/server/srv/cli/LinuxUtilsSamples/winAgent_win64Service_replace.sh done.
creating/updating srv/cli/LinuxUtilsSamples folder done.

Upgrade finished.

If you had HTTPS activated - you need to convert to p12 format and move your keystore to a new location

i.e. keytool -importkeystore -srckeystore /opt/boom/server/keystore.jks -destkeystore
/opt/boom/server/srvietc/keystore.pl2 -srcstoretype JKS -deststoretype PKCS12 -srcstorepass <storePass>
-deststorepass changeit -srcalias <oldAlias> -destalias server -srckeypass <keyPass> -destkeypass changeit
-noprompt

Please consider to review and import policies, binary packages, etc with boom Ul -> Import MPI View.

chown -R boomerang:boomerang /opt/boom/server

/opt/boom/server: change owner boomerang:boomerang recursively done

Start server? (yes|no|cancel)? [Y]

INIT_DIR=/etc/init.d

sh -c "init_s= ps -ef | grep init | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
sh -c "init_s= ps -ef | grep systemd | grep -v grep | awk {print $2}' | grep -w \"1\" ; echo ${init_s}"
SYS_INIT: systemd

starting Server

systemctl restart boom_srv

[root@u999imogw002d boom_server_5.11J#

Upgrade from Version 5.10.0 to 5.11.0 on Windows

Initial  situation: boom Server installation directory is "C:\boom\server'; temporary upgrade directory is
"C:\Users\Administrator\Downloads\server\server"

Please open a console window with administrative rights.

C:\>cd C:\Users\Administrator\Downloads\server\server

C:\Users\Administrator\Downloads\server\server>type boom_srv.cfg

JAVA_OPTS="-Xmx1300M -Dfile.encoding=UTF8 -Dsun.net.inetaddr.ttl=300 -Djdk.tls.ephemeralDHKeySize=512"
JAVA_BIN=C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin

C:\Users\Administrator\Downloads\server\server>upgrade.cmd

C:\Users\Administrator\Downloads\server\server>FOR /F "delims=" %L IN (‘findstr /v /c:"#" boom_srv.cfg')
DO set %L
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C:\Users\Administrator\Downloads\server\server>set JAVA_OPTS="-Xmx1300M -Dfile.encoding=UTF8
-Dsun.net.inetaddr.ttI=300 -Djdk.tls.ephemeralDHKeySize=512"

C:\Users\Administrator\Downloads\server\server>set JAVA_BIN=C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin

C:\Users\Administrator\Downloads\server\server>C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin\java.exe -cp
"srv/libs/*" com.blixx.jsi.Run jsi/upgrade.jsi

Checking java: C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin/java
C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin/java -version

openjdk version "17.0.10" 2024-01-16 LTS

Java is OK. Major version: 17

Please enter the path to the boom server installation that will be updated: [/opt/boom/server]:
c:\boom\server

OS: Windows Server 2019

OS type: Windows

isUnix: false

Target boom server installation: c:\boom\server

"C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin\java" -jar "c:\\boom\server"/boom_server.jar -version
boom version: [5.10.0]

Current location: C:\Users\Administrator\Downloads\server\server
"C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin\java" -p
"C:\Users\Administrator\Downloads\server\server"/srv/libs -m boom.server/com.blixx.server.ServerEngine
-version

boom version: [5.11.0]

Stop server? (yes|no|cancel)? [Y]
net stop BOOMServer
BOOMServer was stopped.

Backup existing installation? (yes|no|cancel)? [Y]

Backup file: [./boom_server_bkp.zip]:

c:\boom\server\booms_service_64.exe -i

Runtime OpenJDK: C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin

Set JAVA_BIN in c:\\boom\server/boom_srv.cfg: JAVA_BIN=C:\boom\zulu21.44.17-ca-jdk21.0.8-win_x64\bin
Upgrade database? (yes|no|cancel)? [N]

PERF DB properties: c:\boom\server/db_perf.props

Port=3306
EnPass=AAAAEOOzLMiOyQbjehT/r0/khz0=
Driver=com.mysq|.jdbc.Driver
DbName=boomav3_boom_perf
Host=boomdb.bes-intern.com
Login=boomav3

Password=

Check Only? Y- check only,N - change settings (yes|no|cancel)? [Y]
PERF DB is OK

Update main files? (yes|no|cancel)? [Y]
C:\boom\server\refs\APACHE-2_0.txt done.
C:\boom\server\refs\copyrights.txt done.
C:\boom\server\refs\epl-v10.html done.
C:\boom\server\refs\igpl-2.1.txt done.
C:\boom\server\jsi\checkDatabase.jsi done.
C:\boom\server\jsi\checkDatabasePerf.jsi done.
C:\boom\server\jsi\getInitDir.jsi done.
C:\boom\server\jsi\getInitSystem.jsi done.
C:\boom\server\jsi\getRcDir.jsi done.
C:\boom\server\jsi\install.jsi done.
C:\boom\server\jsi\installDB.jsi done.
C:\boom\server\jsiinstalllnitRC.jsi done.
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C:\boom\server\jsi\installSystemD.jsi done.
C:\boom\server\jsi\patch.jsi done.
C:\boom\server\jsi\startServer.jsi done.
C:\boom\server\jsi\stopServer.jsi done.
C:\boom\server\jsi\testJavaVersion.jsi done.
C:\boom\server\jsi\upgrade.jsi done.
C:\boom\server\jsi\upgrade.jsi.log done.
C:\boom\server\jsi\upgradeDB.jsi done.
C:\boom\server\jsi\upgradeFiles.jsi done.
C:\boom\server\jsi\upgradeRC.jsi done.
boom.props file is already upgraded.

Update srv/libs folder? (yes|no|cancel)? [Y]

updating libraries...

C:\boom\server\srv\libs\boom.server-5.11.0.jar done
C:\boom\server\srv\libs\commons-email-1.6.0.jar done
C:\boom\server\srv\libs\error_prone_annotations-2.38.0.jar done
C:\boom\server\srv\libs\gson-2.13.1.jar done
C:\boom\server\srv\libs\jakarta.activation-1.2.1.jar done
C:\boom\server\srv\libs\jakarta.mail-1.6.7.jar done
C:\boom\server\sr\libs\jetty-http-11.0.25.jar done
C:\boom\server\srv\libs\jetty-io-11.0.25.jar done
C:\boom\server\srv\libs\jetty-jakarta-servlet-api-5.0.2.jar done
C:\boom\server\srv\libs\jetty-security-11.0.25.jar done
C:\boom\server\srv\libs\jetty-server-11.0.25.jar done
C:\boom\server\srv\libs\jetty-servlet-11.0.25.jar done
C:\boom\server\srv\libs\jetty-util-11.0.25.jar done
C:\boom\server\srv\libs\jfreechart-1.5.6.jar done
C:\boom\server\srv\libs\jsch-0.1.55.jar done
C:\boom\server\srv\libs\log4j-api-2.25.0.jar done
C:\boom\server\srv\libs\log4j-core-2.25.0.jar done
C:\boom\server\srv\libs\log4j-sIf4j2-impl-2.25.0.jar done
C:\boom\server\srv\libs\mysgl-connector-j-9.3.0.jar done
C:\boom\server\srv\libs\ojdbc10-19.21.0.0.jar done
C:\boom\server\srv\libs\protobuf-java-4.29.0.jar done
C:\boom\server\srv\libs\slf4j-api-2.0.17.jar done

updating libraries done.

Update ORACLE_SQL folder? (yes|no|cancel)? [Y]

updating ORACLE_SQL ...

C:\boom\serve\ORACLE_SQL\db.props done.
C:\boom\serve\ORACLE_SQL\step1_create_boom_db.sgl done.
C:\boom\server\ORACLE_SQL\step2_createOutageTables.sql done.
C:\boom\serveN\ORACLE_SQL\step3_createPGTables.sql done.
C:\boom\serve\ORACLE_SQL\step4_createAgentExtTables.sqgl done.
C:\boom\serve\ORACLE_SQL\upgrade_oracledb.sql done.

Update MYSQL_SQL folder? (yes|no|cancel)? [Y]

updating MYSQL_SQL ...
C:\boom\server\MYSQL_SQL\createDBsAndUsers_sample.sqgl done.
C:\boom\server\MYSQL_SQL\db.props done.
C:\boom\server\MYSQL_SQL\stepl_create_boom_db.sql done.
C:\boom\server\MYSQL_SQL\step2_createOutageTables.sqgl done.
C:\boom\server\MYSQL_SQL\step3_createPGTables.sqgl done.
C:\boom\server\MYSQL_SQL\step4_createAgentExtTables.sqgl done.
C:\boom\server\MYSQL_SQL\upgrade_mysqgldb.sgl done.
Update/Replace srv/mibs folder? (yes|no|cancel)? [Y]
C:\boom\server\srv\mibs\A3COM-SWITCHING-SYSTEMS-MIB done.

C:\boom\server\srv\mibs\WWP-SMI done.
C:\boom\server\srv\mibs\WWW-MIB done.
C:\boom\server\srv\imibs\XYLAN-BASE-MIB done.
Update srv/html folder? (yes|no|cancel)? [Y]
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updating html files...
C:\boom\server\srv\html\acknMsgPie.png done.

C:\boom\server\srv\html\warning.png done.
C:\boom\server\srv\htmi\warning_f.png done.

updating html done.

Update srv/deploy folder? (yes|no|cancel)? [Y]

updating deployments...

agent.conf remains the same

updating deployments done.

Update srv/packages/BoomJavaMonitors? (yes|no|cancel)? [Y]

updating BoomJavaMonitors...

updating BoomJavaMonitors done.

Update srv/packages/SNMP? (yes|no|cancel)? [N]

Update srv/packages/Inventory? (yes|no|cancel)? [N]

Update srv/jobs folder? (Config changes will be replaced) (yes|no|cancel)? [N]
Add new jobs? (yes|no|cancel)? [Y]

File c:\\boom\server\srv\jobs\AgentExport.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\AutoArchiveFiltered.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\AutoCloseFiltered.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\Auto_Archive_Duplicates.job.xml exists. Skipped.
File c:\\boom\server\srv\jobs\Certificate_expiration_check.job.xml exists. Skipped.
File c:\boom\server\srv\jobs\cleanBoomPerfDB.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\CMDB_Export.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\Find_Lost_Policies.job.xml exists. Skipped.

File c:\\boom\server\srv\jobs\importVAgents.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\InventoryClean.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\sampleExec.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\SyncAgents.job.xml exists. Skipped.

File c:\\boom\server\srv\jobs\Synchronize_ PROXY _Slaves.job.xml exists. Skipped.
File c:\boom\server\srv\jobs\SyncUsers.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\UserExport.job.xml exists. Skipped.

File c:\boom\server\srv\jobs\vagentsimport exists. Skipped.

done.

updating srv/cli/LinuxUtilsSamples...
C:\boom\server\srv\cli\LinuxUtilsSamples\boomAGTSTAT done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomCMD done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomDNLD done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomIIDGET done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomINDIGET done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomINDISEXP done.
C:\boom\serven\srv\cli\LinuxUtilsSamples\boomSRVSTAT done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boomUPLD done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boom_env_ssl.cnf done.
C:\boom\server\srv\cli\LinuxUtilsSamples\boom_prov_enc.sh done.
C:\boom\server\srv\cli\LinuxUtilsSamples\README.txt done.
creating/updating srv/cli/LinuxUtilsSamples folder done.

Upgrade finished.

If you had HTTPS activated - you need to convert to p12 format and move your keystore to a new location

i.e. keytool -importkeystore -srckeystore c:\boom\server/keystore.jks -destkeystore
c:\boom\server/srv/etc/keystore.pl2 -srcstoretype JKS -deststoretype PKCS12 -srcstorepass <storePass>
-deststorepass changeit -srcalias <oldAlias> -destalias server -srckeypass <keyPass> -destkeypass changeit
-noprompt

Please consider to review and import policies, binary packages, etc with boom Ul -> Import MPI View.

Start server? (yes|no|cancel)? [Y] Y

net start BOOMServer

The BOOMServer service is starting.

The BOOMServer service was started successfully.
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The upgrade of the Ul can be performed by using the automatic update functionality or manually.

# Please be aware that for upgrades from Ul versions below 5.5 the update must be performed by re-
installation of the UI.

Automatic Update

To use the automatic update, login with your old Ul version to the updated boom Server.
During startup you get the following information:

Server notification X

New Ul Client version 5.10.0is available.
Use menu: "Help" -> "About BOOM" for update.

In order to find out if there is a new version available on the server, open the About BOOM dialog in the Help
Menu .

| B About EOOM X

equensWorldline SE Germany

Lyoner Str. 13
60528 Frankfurt
Germany

. & boom

BRI

BOOM Client Version 5.10.0
| A new version is available: 3,11 |

Copyright © equensWorldline SE Germany 2025

1| Update GUI

If there is a new version available, select  Update GUI and the new version will be automatically installed from the
boom Server. The GUI will be restarted.

Update OK *

Update successfuly finished, The Ul will be now restarted

After successfully updated the  boom Ul, your "About BOOM" dialog will look like this:
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| B About EOOM X
equensWorldline SE Germany
Lyoner 5tr. 15

60328 Frankfurt
Germany

| %&F boom _
. isiness open < https://worldline.com |

EROERE -

BOOM Client Version 5.11.0
Your software is up to date,

Copyright © equensWorldline SE Germany 2025

Update GUI

Manual Update

To manually update the Ul, make sure the Ul is stopped. The Ul packages are placed on the server and can be
downloaded from its built-in web server. To download the Ul packages point your browser to the following address:

https://your.boom.server
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|y Statistics 52 =0

home refresh back

Server Main Page

Server Status Page
Dashboard

Deployment Packages
Online Documentation

| Statistics =0

home refresh back

Server Deployments
Agents:

euleros aarchf4
freebsd32
freebsd64

limix32

limix32 arm raspi
limx64

limx64 IBM Svstem z
limx ARM
macosx

unix

vmware-esx
win2000

win32

Static Packages:

add agent.gz
UI Clients:
linuz. gtk %85 boomguitar.gz
linux. gtk x86_54 boomguit4 tar.gz
win32. win32 <86 boomagui.zip
win32.win32.x86_64 boomguitd.zip

Upgrade Steps:

¥ Download the Ul package that suits you platform and unzip the package.
¥ Replace the old User Interface with the new boomgui package.

¥ Start the User Interface by executing the boomgui program.

Reusing the old directory allows to keep the locally stored preferences and Ul settings. To get a clean
installation please remove all directories in the Ul installation directory and <profile> directory before placing
the new files.

No further steps are necessary. Java needs to be in the current userOs search path in order to startup the GUI.
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2.4.3. boom Agent Upgrade

The boom Agents should only be updated if the upgrade process of the server has been successfully finished. All
agent information belonging to the upgrade process is placed inside the server. The agent upgrade can be

performed by simple re-deploying the agent from the server via the boom user interface.
# For new agent installations always use the latest agent packages. These contain support for new
system start technologies and service registrations for the boom agent.
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2.5. Firewalled Environment

TCP 23020
boom Server boom Agent
TCP 23022 4 TCP 23021/23031

boom will work in environments with Inbound or Outbound only firewall settings for the server - agent connection.

Firewalled boom Server (Outbound)

If a firewall blocks the incoming traffic on the server port 23020, the boom agents can not actively submit any
information or data to the server. The server will switch to a polling mode and fetch the data from the agent as long

as agent will be configured with "Mode7" (see also chapter Agent Heartbeats ). Mode7 communication means that
server opens TCP port 23021 or 23031 (TLS) to agent for polling indication/heartbeat data.

Fresh installed boom Agents can not announce their presence to the  boom server. Therefore the administrator has to
add such agents manually in the GUI with the correct IP address. The remote agent must be running. After entering

the agentOs IP address the boom Server will initiate a request to this boom Agent to retrieve all necessary
information.
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If the agent resides on a system with changing IP address (e.g. DHCP) it must be ensured that the agentOs address can

be resolved by DNS.
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The successfully connected agent will be automatically approved and placed in the appropriate OS type folder with

resolved hostname and other attributes.

Firewalled boom Agent (Inbound)

If a firewall blocks the incoming traffic on the agent port 23021, the server can not actively send any request to the

agent. Every fresh installed boom agent will send a request for approval to its configured
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After the approval the  boom Server will try to reach the agent and might need up to 20 seconds to recognize that this
is a firewalled agent and change the icon in the 'Hosts View'.

As soon as the boom Server marked an agent as firewalled the communication protocol will be switched to a
listening mode and the agent will poll data and requests from the server. In this mode the server will continue to try

to reach the agent.

To avoid that the server tries to actively establish a connection to the agent, open the 'Agent Details' by double
clicking on the agent. Clear the 'Firewalled' checkbox to reset this auto-detected firewalled state and press 'Save'.
Then set the 'Firewalled' checkbox and press Save. This sets the agent to the manual firewalled state. No more
heartbeats or other kind of connections will be initiated from the boom Server.

Remote actions in this firewall mode will have delays up to 5 seconds, before the agent polls them from the server.

From version 5.9 on Boom does not only provide its own encrypted communication between Server, Agent and Ul
but does also support SSL/TLS encryption.

General Concept
boom Server supports single port TLS/non-TLS socket communication with Agents and Ul. TLS/non-TLS Agents can
be used simultaneously.

# Support of TLS v1.2 is required from the underlying JRE, so ensure using that the latest java 8
version is running on server, agent and Ul.

boom provides two modes of certificate handling. By default, self-signing is activated, meaning that a CA is auto-
created on the server and used to sign all agent and server certificates.
As alternative, file-based PKI can be activated, to have an external PKI authority integration.

Generally, healthy TLS communication is based on trusted X.509 digital certificates.

Generated
Certificate
Expired Sign Certificate
Certificate Request
Signed
Certificate

Signing is normally overtaken by a trusted third party instance, known as Certificate Authority (CA). Certificates are
validated through a chain-of-trust originating from a CA root certificate. With asymmetric cryptography it is
possible to use the private key of the CA root certificate to sign other certificates, which can then be validated using
only the public key of the root certificate.
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Simplified chain of trust Usual chain of trust

Used during P .

handshaka { E Agent certificaie .
Used during

— handshake —

Stored in truststore { Signed by root CA Certificate Signed by Issuing Certificate

Stored in truststore { L’Signed by root CA Cerfificate

Agent certificate

Extended chain of trust

ﬁgent cerificate
Used during Lﬂ ) , - -
handshake Signed by Issuing Ceriificate

Stored in truststore {

Signed by intermediate-1 CA Certificate
During handshake, the TLS client will validate the incoming server certificate chain with help of the root CA
certificates stored in the clientOs truststore.

]

Signed by root CA Cerificate

In order to use TLS encryption for a specific Agent the <BOOM_Agent_Home>/conf/agent.cfg parameters have to be
set as in example:

AGENT_TLS_PE&R031
COMM_TYPES
KS_FILEconf/keystore.p12
KS_PAS8hangeit
TS_FILEconf/truststore.p12
TS_PASS8hangeit

# the agent version has to be at least 5.9 in order to use TLS.

The agent package, downloadable from the web page of the boom server, contains the CA root certificate in its
confi/truststore.pl12 if the version of the Agent is 5.9 or greater. Upon first start of the Agent, a keypair is generated in
the Agents keystore. The Agent is going to raise a certificate signing request (CSR) on the Server site. When the user
clicks on "Approve Agent", the server starts processing the CSR either by sending the CSR to the PKI authority
configured or by self signing the Agents certificates with the CA stored on the server.

After processing, the signed certificate will be automatically transferred to the Agent and activated. On the server
side the Agent certificate will be stored for monitoring of the expiration time and additional validation during
communication.

By default, the boom Server is configured to use the build-in PKI implementation named "BoomPKI".

The BoomPKI is responsible to sign all incoming CSRs from Agent and Server. The Boom-CA private key and
certificate will be automatically generated during first start of the server. It is possible to use the BoomPKiI
functionality to sign certificates with a CA from an official certificate provider as well.
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I Boom-CA
signing
certificate

0

-
CSR: » .
auto-signing
Agent Signed Server BoomPKI
i Cert .

Sample boom_pki.props file:

ca_ks_file =srv/etc/cakeystore.p12
ca_distinguished_name=CN=boomCAQO=Worldline, C=DE
ca_passwordchangeit

ca_validity_period_days =3000
server_validity_period_days =1600
agent_validity_period_days =700

"FileBasedPKI" is based on file exchange and allows asynchronous integration with any external PKI authority.

The integration of a PKI authority has to be scripted individually on the server. When an Agent or the server raises a
certificate signing request (CSR), the server will put the CSRs to the directory specified in file_pki.props (<csr_dir>)
using the AgentID as a name. The Agent status will switch from "not approved” to "CSR pending” in the Ul. The PKI
authority has to be configured to scan this folder, pick up the CSR and delete the request file. When the PKI
authority signs a request, it has to place the signed certificate chain in PEM format into the directory specified in
file_pki.props (<cert_dir>). The boom server regularly scans this directory for incoming signed certificate chains,
processes and pushes them to the corresponding Agent in order to start TLS communication. In the Ul the Agent
then switches to the "normal” state with a blue TLS sign after its hostname.

.

CA
'E‘ cerificate

'l It
CSH » i . B - _cE—_ External
offline > CER > =
e e Signed SeIVer | file-based PKI |¢ :q*___ﬁigned ______ S
Cent \ —_ ) Cert

To run a boom Server with file-based PKI some parameters have to be changed prior to the first start of the server.
PKI_CLASS in the boom.props has to be changed from "com.blixx.server.pki.BoomPKI" to
"com.blixx.server.pki.FileBasedPKI"and PKI_CONFIG_FILE from boom_pki.props to file_pki.props.

PKI_CLASSom.blixx.server.pki.FileBasedPKI
PKI_CONFIG_FIttle_pki.props

Sample file_pki.props file:

csr_dir =srv/pki/csr
cert_dir =srv/pki/cert
scan_interval_ms =10000

Save your CA root certificate under /srv/pki/cert/ca.pem and start your server for the first time. The server is going
to raise a csr inside srv/pki/csr for his own certificate which has to be processed by your pki service. When your pki
service provides you with the server.pem save it to srv/pki/cert/ and wait for the server to process the certificate.
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To switch a boom server from using self-signed certificates to File Based PKI the following steps are necessary to
perform:

# We assume here that file_pki.props has the default entries.

csr_dir =srv/pki/csr
cert_dir =srv/pki/cert
scan_interval_ms =10000

1. Stop the boom Server

2. Change "PKI" parameters in boom.props to

PKI_CLASSom.blixx.server.pki.FileBasedPKI
PKI_CONFIG_FIlkttle_pki.props

3. Save the ca.pem (your CA root certificate) to ! /opt/boom/server/srv/pki/cert/
4. Start the boom Server

5. Get /opt/boom/server/srv/pki/csr/server.csr processed by your pki service.

# If you have an intermediate signing certificate, your "server.pem" should contain 2 x certificates
(server cert and intermediate signing cert)

6. Save server.pem to "srv/pki/cert/" and wait, until the server processed the incoming certificate.
7. If you have agents already connected with old self-signed certificates - WAIT, until:
a. New CA will be distributed to the agents
b. Agents will send new CSRs to the server, that needs to be processed.
8. Wait until agent csr is signed and distributed to all agents
9. Stop boom Server
10. Backup /srv/etc/keystore.pl2

11. Replace keystore.p12 with /srv/etc/keystore_renewal.pl2 which has been created after the server certificate has
been signed.

12. Start boom Server.

Agent certificate expiration and update

Agents monitor their certificate expiration and will create a new key pair and issue a new certificate signing request
before expiration. This certificate signing request will be sent to the Server and processed similarly to the initial CSR
processing.

Server certificate expiration and update

In order to update a server certificate one needs to execute the UPDATE_SERVER_CERT boom server action via the
Boom UI. This will create a new key pair in keystore_renewal.p12 keystore and issue a certificate signing request,
which will be processed by the configured PKI. The signed certificate will be stored in keystore_renewal.p12. In
order for the Server to use the new certificate one needs to replace keystore.pl2 with keystore_renewal.pl2
manually and restart the Boom Server. In case of FileBasedPKI the signed server certificate need to be put into
<cert_dir> as server.pem file.

CA certificate update
CA certificate update is a complex procedure involving CA certificate update itself and consecutive Agent certificate
and Server certificate updates.
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In order to initiate this procedure for BoomPKI one needs to remove the cakeystore.p12 on the Server side and
restart the Server. This will create a new key pair and certificate for boom server builtin CA and initiate Agent and
Server certificate updates.

In case of FileBasedPKI one needs to put the new root certificate in PEM format as ca.pem file into <cert_dir>. This
will also initiate the Agent and Server certificate updates.

In some environments it might be necessary that applications are available all the time. One method to provide this
high-availability of a service is by using a server cluster to run the service. The RedHat HA suite consisting of
Pacemaker & Corosync provides such a functionality. Here we show an example configuration of a high-availablilty
cluster for BOOM on CentOS 8 systems. Please note that this is only an example, every cluster must be configured
individually. Please refer to the official for general information on high-availability
clusters.

The concept behind a high-availability cluster is that if a server is not available, another server overtakes its
services automatically providing a seamless access to the services.

¥ 2 Servers with CentOS 8 installed

¥ 3 file systems which are mountable for both servers

# Firewall and SELinux have to be adjusted or turned off in order to work. These adjustments are
not part of this example.

On both servers:

mkdir -p /opt/boom/server/srv
mkdir -p /opt/boom/mysq|
mkdir -p /opt/boom/mysglperf

As a database server Percona is used in this example.

rpm -ivh Percona-Server-server-57-5.7.31-34.1.el8.x86_64.rpm Percona-Server-client-57-5.7.31-
34.1.el8.x86_64.rpm Percona-Server-shared-57-5.7.31-34.1.el8.x86_64.rpm Percona-Server-shared-compat-57-
5.7.31-34.1.e18.x86_64.rpm

The configuration file is modified in a way that 2 individual instances of MySQL are running.

vi /etc/percona-server.conf.d/mysqld.cnf
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[mysqgld@mysql_boom]
datadir=/opt/boom/mysq|l
socket=/opt/boom/mysgl/mysql.sock
log-error=/var/log/mysqld_boom.log
pid-file=/var/run/mysgld/mysqld_boom.pid

[client]
port=3306
socket=/opt/boom/mysql/mysgl.sock

[mysgld@mysql_boom_perf]
datadir=/opt/boom/mysqlperf
socket=/opt/boom/mysqlperf/mysql.sock
port=3307
log-error=/var/log/mysqld_boomperf.log
pid-file=/var/run/mysqld/mysqld_boomperf.pid

Mount the file systems on one server for each of the three created directories. Than start the SQL Servers on this
server.

systemctl start mysgld@mysql_boom
systemctl start mysgld@mysql_boom_perf

# Do not enable the services as process start-up management should be done by the cluster later.

grep 'temporary password' /var/log/mysqld_boom.log
grep 'temporary password' /var/log/mysgld_boomperf.log

mysgl -u root -S /opt/boom/mysql/mysql.sock -p

Alter user 'root'@'localhost' identified by 'secret’; or SET Password for 'root'@'localhost' =
PASSWORD('secret);

grant all on *.* to 'root'@'%' identified by 'secret’;

grant all on *.* to 'root'@'localhost' identified by 'secret’;

grant all on *.* to 'root'@'127.0.0.1' identified by 'secret’;

flush privileges;

exit

mysgl -u root -S /opt/boom/mysglperf/mysql.sock -p
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Alter user 'root'@'localhost’ identified by 'secret’;

grant all on *.* to 'root'@'%' identified by 'secret’;

grant all on *.* to 'root'@'localhost' identified by 'secret’;
grant all on *.* to 'root'@'127.0.0.1" identified by 'secret’;
flush privileges;

exit

mysgl -u root -S /opt/boom/mysql/mysql.sock -p

create database BOOM;

grant all on BOOM.* to 'boom'@'%' identified by 'secret’;
flush privileges;

exit

mysql -u root -S /opt/boom/mysglperf/mysql.sock -p

create database BOOM_PERF;

grant all on BOOM_PERF.* to 'boom_perf'@'%' identified by 'secret’;
flush privileges;

exit

boom must be installed on both nodes of a cluster. /server/srv needs to be deleted after installation
# on the second node. The home folder of BOOM is outside the moveable filesystem and resides on
each server individually.

cd /opt

unzip OpenJDK8U-jdk_x64_linux_hotspot_8u265b01.tar.gz
cp -s /opt/jdk8u265-b01/bin/java /usr/bin/

cd /opt/boom/server

unzip tmp/BOOM-Install/lboom_server_vX.zip

rsync -ar /opt/boom/server/boom_srv/* /opt/boom/server

rm -rf /opt/boom/server/boom_srv/

chmod 750 install.sh

Jinstall.sh

# instead of localhost the virtual IPs of the databases have to be entered.

on both servers:

dnf config-manager --set-enabled HighAvailability
dnf install -y pcs fence-agents-all pcp-zeroconf
passwd hacluster

E hacluster

on first server:
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systemctl start pcsd
systemctl enable pcsd

from the second server:

pcs host auth <first server>

pcs cluster setup boom_cluster --start <second server>
pcs cluster start --all

pcs cluster enable --all

pcs property set stonith-enabled=false

# Disabling Stonith is only recommended in test environments. For production please refer to the
the official

on first server:

pcs resource create mysql_fs Filesystem device="/dev/mapper/abcl" directory="/opt/boom/mysql/"
fstype="xfs" --group mysq|l

pcs resource create mysqlperf_fs Filesystem device="/dev/mapper/abc2" directory="/opt/boom/mysqlperf/"
fstype="xfs" --group mysq|

pcs resource create boom_fs Filesystem device="/dev/mapper/abc3" directory="/opt/boom/server/srv"
fstype="xfs" --group boom

pcs resource create mysql_srv systemd:mysqld@mysql_boom.service --group mysq|

pcs resource create mysglperf_srv systemd:mysqgld@mysql_boom_perf.service --group mysq|

pcs resource create mysql_vip IPaddr2 ip=<IP_adressMySQL> cidr_netmask=26 --group mysqgl nic=eth1
pcs resource create boom_srv systemd:boom_srv --group boom

pcs resource create boom_vip IPaddr2 ip=<IP_adressBOOM> cidr_netmask=26 nic=eth1 --group boom
pcs resource update mysql_vip op monitor interval=30s timeout=40s

pcs resource update boom_vip op monitor interval=30s timeout=40s

from second node:

dnf config-manager --set-enabled HighAvailability
dnf install -y pcs fence-agents-all pcp-zeroconf
passwd hacluster

E hacluster

systemctl start pcsd

systemctl enable pcsd

from first node:

pcs host auth <second server> +
pcs cluster node add <second server>

from second node:

pcs cluster start
pcs cluster enable
pcs cluster standby <first node>

See if all services are migrated to the second node. If yes remove the standby mode of the first node and the cluster
is done.
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boom is a distributed client-server monitoring solution that helps IT departments to detect and solve problems on
the managed nodes and hosts. The agent based architecture allows minimizing network traffic and enables to
manage systems in distributed and firewalled environments.

b2 om
HP OMU % Other OMS e
Server EN p¥ —
o o —
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w s B, i -
=% & — y Applications
. '/ / 3 ok Databases
Firewalled Metwork
boom Client
L boom Agent._| Semte stens
‘ T‘F\ MR :“pili_‘
- EFVETS
& - DHCP Jnax
%3 boom Agent | wmi
Syslog
boom2boom = MR 05 resources
= ﬁ Agent Performance
Boom Sarver boom Server
Key features

¥ Runs on a wide range of platforms (Windows, Linux, HP-UX, SunOS, MacOS X, VMWare ESX and others).
¥ Works with firewalled hosts (plain, IN and OUT modes) and DHCP systems.

¥ Role based configurations for Users and Systems.

¥ Full featured stand-alone User Interface Client.

¥ Web Ul for Service and Operator Views for SmartPhone, Tablet and PC.

¥ Integrated Hotspot and Monitor History Graphs.

¥ Remote actions and automatic actions.

¥ Full featured policy management with revision, version comparison and merging.

¥ Automated configuration checks and synchronization.

¥ Powerful correlation and suppression engine.

¥ Hot deployable Java monitors and actions.

¥ Central performance data collection and history data view.

¥ Remote deployments of packages and policies.

¥ Centralized deployment inventory.

¥ High performance encrypted communication layer.

¥ Includes performance graphing engine.

¥ Open interfaces for integration of self developed monitors and element managers.
¥ Even default system tools can be used as monitors without scripting by using OPM.
¥ Hierarchical boom servers (proxy, full-control, read-only).

¥ On-fly agent re-assignments.
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¥ Maintenance Window management.

¥ Integration with Change Management, Workflow and Ticketing Tools.
¥ State-based or exception-based type of message view possible.

¥ Availability and KPI metrics.

¥ Investment protection and easy migration path.

If you have already developed your own monitoring functionality based on Nagios™ or HP Operations Manager for

Unix, there is no need to start all over again. You can easily reuse or convert these for the use with boom.
Agent-based monitoring Yes main feature

Agent-less monitoring Yes ssh, smtp, snmp, jmx, wmi, http, https, etc
SYSLOG listener Yes

SNMP Trapd Yes vl,v2,v2c,v3

SNMP Walk Yes vl,v2,v2c,v3

Logfile monitoring (single&multi- Yes

line)

Logfile monitoring (transactions) Yes

External monitors Yes

Threshold monitors Yes

VMWare ESX monitors Yes

Database monitors Yes MySQL, Oracle

JMX monitoring Yes

OS monitoring Yes HPUX, Linux, MacOS/X, Sun, VMWare ESX, Windows, E
Nagios plugins Supported

OVO plugins Supported

3.2. boom Primary / Backup Concept (Single-Tier)
General Information:

The boom server is developed as a modular, primary-backup relation. On one level 2 boom server coexist assuming
their roles of Primary and Backup server. The Primary server will push Indications, Agents and configuration to the
Backup server. Backup server acts as a hot standby server to overtake indication processing in case Primary server
is offline. Agent needs to be configured [BACKUP_SERVER_*] to allow Backup server communication. The Primary
server uses a boom user to log on Backup server. When the Backup server has been verified, Primary data will be
transferred.

From version 5.9.5 on boom provides the high-availability mode described in the following.

3.2.1. boom Primary-Backup Server Scenario

The boom server operates in the mode below-mentioned.
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Primary-Backup (Mode 8):

Agents are able to switch their communication to a second boom server in case the first one is not available
anymore or shutdown. The Primary server synchronizes all necessary data to its Backup server. This enables the
Backup server at all time to overtake the Primaries workload also known as "hot-standby" mode.

mode 8: Primary / Backup

Synchronising

Primary Server > Backup Server

Preferred i Backup
communication |/ communication
Agent
# Agent is switching to the Backup server after more than 3 consecutive failed heartbeats to the
Primary server.

Master-Slave Synchronization for Primary / Backup (Mode 8)

The Primary / Backup concept is designed to provide redundancy of productive servers. This is a "Hot-Standby"
configuration which can be used, when other HA (High Availability) implementations are not possible due to
virtualization or other reasons. The goal of such a setup is to keep the Backup server ready to overtake the
processing quickly. In case of an outage of the Primary server a quick switch reduces service outage to a minimum.
We recommend taking general consideration of High Availability into account when setting such an environment

up.
Automatically synchronized boom entities:

¥ Agents

¥ Indications

¥ Policies

¥ Binary packages

¥ Assignment groups

¥ Assignments

¥ Scheduled Maintenances

¥ Server Policies
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¥ Actions
Not synchronized:

¥ User and User Groups
¥ Server Jobs
¥ Server Configuration (e.g. srv/etc/hosts)
¥ Notification configs
¥ Server Filters
¥ Annotations
Agents
Agents and Node Groups will be synchronized from the Primary to the Backup automatically. This also includes

AgentOs outages and AgentOs statuses like Enabled/Disabled or Firewalled/Not-Firewalled. The Backup server will
assume incoming Agents as "local" and will start to communicate with them.

Indications
The incoming messages (Indications) on the Primary server are routed directly to the Backup server, but not vice-
versa! On both servers, all messages are archived according to a time schedule.

3.3. boom Master / Slave Concept (Multi-Tier)

General Information:

The boom server is developed as a modular, hierarchical, master-slave relation. The Master server uses a boom user
to log on to a slave server. After the slave servers have been verified, indications will be forwarded depending on
the defined server B mode and any filter rules that might be in place for the used boom user.

Router/
Expert HAT
Centars

i wp u =p

Flatform Indications

Filtering and forwarding enable a variety of concepts: e.g. The support of distributed environments, departmental
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servers, time / shift based IT centers, application-specific servers, and more. From version 5.9.5 on boom does also
support a high-availability mode.

Flatform Center Database Center Application Center

Do Application Indications == ==k Platform Indications == = <<= Database |adicalions

3.3.1. boom Master-Slave Server Scenarios
The boom server can operate in different modes:
Proxy Slave (Mode 1):

This scenario is always used when the indications have to be managed on one central boom master server. The
incoming messages on the slave server (Indications) are routed directly to the master server. On the slave server, all
messages are archived according to a time schedule.

mode 1: Proxy

Indication
Forwarding

Fush Config

Close activities and
other actions

Mirror (Mode 2):
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The Indications are forwarded with control to the Master Server. Close activities are synchronized between Master
and Slave Server. This means that the messages exist on both servers and for example the Close of an Indication on

the master, triggers a close on the slave server.

Activities such as close will be synchronized between the Slave (transmitter) and Master (receiver) server.
Furthermore any server action such as "Deploy" is possible from Master to Slave.

mode 2: Mirror

Indication
Forwarding

Slave Server

I

Agent

Master Server

AA
A 4

Close indications

Close activities and
other actions

Read-Only (Mode 3):
Indications are forwarded to the Master (receiver) as "FYI" ( For Your Information), control remains at the Slave
(transmitter). Activities e.g. a close will only be forwarded by the Slave to the Master. Activities on the Master will

not be forwarded to the Slave.

mode 3: Master

Indication
Forwarding "FY1°

Master Server

4 Slave Server
4

Close activities

I-———————————>®T

Close activities and
other actions

Agent
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Master-Slave Synchronization for Proxymode (Mode 1)

The server job Synchronize_Proxy _Slaves  automatically synchronizes binary packages, policies and assignment
groups on PROXY boom servers if PROXY slaves are connected to this master server. Per default this job is scheduled
every 15 min.

Every modification of policies and assignment groups is directly synchronised to the slaves. Each modification of
packages via the user interface like file change, create file, delete file, create folder etc. is forwarded to the slaves
immediately. Package modifications which were made on the file system (<boom_dir>/srv/packages) itself are
synchronised either on demand (Push Package to all Proxy Server) or with help of the Synchronize_ PROXY_SLAVES
job. The schedule time for the job is configurable.

Every Deploy, Re-Deploy and Undeploy action initiated from the boom Master Server is cached internally. That
means when the boom Slave Server is offline while acting the deployments, the Master Server provides all the lost
deployment jobs in his deployment queue as soon as the slave is online again.

After that all the "queued" deployments at Master site can be inspected via "Assignments Summary Tab D
Deployment Queue" and they have to be triggered /cancelled manually if necessary.

Packages
Before Packages can be deployed successfully to the agent they have to be available at the Slave site.

Packages are transferred from Master to Slave either on demand by starting Packages functionality "Push Packages
to all Proxy Servers" manually or they are transferred automatically by Server Job "Synchronize_ PROXY_Slaves"
every 15 minute interval.

Policies
Any change of policies will be synchronized from the master to the slaves automatically.

Indications
The incoming messages (Indications) on the slave server are routed directly to the master server. On the source-
server (slave), all messages are archived according to a time schedule.
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The boom management solution consists of 3 main parts: boom agent, boom server and the boom GUI. The core

server application requires a MySQL or Oracle database. All components can co-exist on one physical system or can
be installed separately.

boom Ul boom Server boom Agent

Indication's enrichment
deduplication

Indication browsers Threshold Monitoring

correlation

Folicy editors

Folicies [

[ Correlation
Certificate management (TLS)
Assignments Binaries
Deployments
User Authentication/Authorization
Server configuration
[ Actions
Actions
Performance data \—D [ Scheduler
User management processing and persisting
[ Inventory

Embedded Web server

L L W N W W W—

Remote Actions

:: Indications
:: Ferf Data

Binary packages Agent management

Tools Notifications

N ey e e ey ey e

} | |
! |
| | |
) | )
J [ ]
| | |
) [ |

g

AN

ORACLE My

The boom agent is the main component that is responsible for performing monitoring tasks by using a combination
of binary probes, scripts or JAVA Monitors with policies that define monitor parameters and threshold levels. In
addition 'Filter Policies' allow filtering and creation of event based Indications submitted by external application
and Logfile Monitors. And finally Remote Actions give administrators and operators the possibility to perform
corrective actions or discover the detailed system status even on firewalled systems. Each agent can take the role of
a collection station and perform remote monitoring tasks for agent less hosts (e.g. using SSH, SNMP, etc).

The boom server application is the core component that collects and stores all Indications, makes a second stage
correlation, manage all sort of configurations and interacts with GUI clients and agents.

The boom GUI is not only an Indication browser but also a very powerful control and summarization console. A big
number of helper functions and tools allow the administrators and operators to get a clear status overview as well
as simplified configuration tasks.

The agent based architecture together with the full featured GUI Client allows the user to get the optimal load
balancing of systems, reduced network traffic and improved operator and administrator productivity.

© Copyright 2024, equensWorldline SE Germany Page 55 of 428




boom 5.11.0: User and Administration Manual

The boom agent is a distributed part of the  boom solution, that needs to be installed on the managed node. The agent
receives the information what should be monitored and how this is monitored (packages and policies) from the
server. After this step the agent is performing the monitoring tasks autonomously. It is responsible to perform
monitor calls, collect information, calculations, threshold evaluation, filtering of data and first level of de-
duplication and suppression of unnecessary data. Only necessary information like state changes and selected
performance data is delivered to the central boom server. Furthermore the boom agent can perform remote actions
(triggered from the  boom server) and forward performance data.

b

Server ‘

N

Indications Heartbeats  Actions

Performance Data Deployments
-

‘ >
/ N

0S5 parameters

Applications -
o Javamonitors
Processes M
Logfiles % Binaryscript monitors
1
SNMP ©  External monitors ‘

Network Agent

External Messages
Hardware
Databases Logfiles (Java trigger)
Virtualization * Nagios plugins (script trigger)

Remote systems
Internet services

Deployed Binaries, Config ‘

files, Scripts, Tools, etc.)

S

The boom agent can be installed on any system that has a Java Runtime Environment (jre) 1.5 or later installed.
boom supports such old java versions to allow management of out-dated systems and platforms as they are still
active and playing an important role in various customer solutions. Whenever possible an actual version of the jre
should be used.

At first start the agent generates an ID which will be send together with an approval request to the configured boom
server. Only after the approval action (or auto-approval) the agent is able to communicate with the central server.

If the boom agent canOt access the central server because of a firewall rule, the manual action "Add a new Agent" can
be used to add such host to the boom server. Generally, the communications between agent and server is possible if
at least one component can establish a connection with another. The boom agent can be used in firewalled or NAT
environments without reducing functionality.

After installation and registration of the agent, usually, one of the first actions is to deploy a set of policies and
binaries. On the server side, policies and binaries are grouped in logical groups called "Assignments" that are
typically used to manage sets of monitoring configurations for certain system roles and are deployed to the agents.

All monitoring, calculation and filtering made by the boom agent are defined in deployed policies. A policy is a sort

of configuration file that informs the agent what has to be monitored, when, how and what kind of results should be

delivered to the central boom server. A single message that needs to be delivered to the central boom server is
named "Indication".

The boom server is the central manager of all indications that are coming from the managed nodes. The server is
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responsible for the final correlations, de-duplication and the filtering of incoming Indications. Furthermore the
boom server manages all sort of configurations and interacts with all GUI clients and agents.

4.2. Communication matrix

Uni-directional L Uni-directional
(Agent in "Mode7") Bi-directional (Firewalled Agent)
Server sServer Server

TCP 23020 TCP 23020
E

Y

TCP 23021723031

TCP 23021723031

Agent Agent Agent
Component Direction Port Description
Server Incoming TCP/23020 Processing incoming agent

connections

Server Incoming TCP/23022 Ul and Server to Server
communication

Server Incoming TCP/443 Embedded web server

Agent Incoming TCP/23021 Server to Agent
communication and local
commands

Agent TLS Incoming TCP/23031 Server to Agent

communication using TLS

Agent Incoming UDP/162 SNMP traps receiver
(optional)

4.3. Indications

All Indications coming from the ~ boom agents will be processed by central boom server and delivered to an Operator
ul.
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o

Indi¢ations
-

5 903 "

=N

ORACLE  MySOL

Each Indication has a severity, text, and other attributes that helps to cover various complex processing or
integration scenarios.

Indication's main attributes

Severity Application Taxt Ky Awnllabllity Flag
Tima Group Srv Time Close Key P Flag
Hast Cilbject Agent Hast Diipbeats couint Source
Only for monitors | Valus | | Finish Alest Time | | Finish Alest Value |
[ 15 % Cutom Allibutes |

[ Severities

Indication's workflow
D (0) unknown
m (1) normal
Active + naw indications m (2] warning
(3] minor
— « Inserted as closed (policy condition flag) .
Closed + Closed by operator D (4) major
» Aute-closed based on key (correkation)

B (5) critical
* Archived by operator

« Auto-archived based on AUTO_ARCHIVE parameter of the server

* Auto-deleted based on AUTCO_DELETE parameter of the server
 Cleaned directly from the database by external tools

l The boom server and agent truncates most indication attributes to a maximum size of characters.
. For detailed information see chapter  Indication Attribute Sizes

4.3.1. Indication Processing on the boom Server

After an agent finished the processing of itDs monitored data sources and submitted an indication to the server a
next round of processing is taking place on the server.
Each incoming indication is processed by the server in multiple steps before it gets displayed to the operator.
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Indications from Agents (Standalone Server or Master Server with own Agents)

Modify Agent Server Deduplica- Correla-
Indications Policies Maintenance Maintenance tion tion

Slave Server

Modify Agent Server Deduplica- Correla-
Indications Policies Maintenance Maintenance tion tion

Notifica-
tion

Master Server

l

Each step is described in more detail in the according chapter in this manual.
Just as short overview:

Modify Policies: this step allows to change attributes of incoming indications.

Notifica-
tion
Modify -/ Server \ -
Policies “\, Maintenance / \l, “
Notifica-

tion

DB

AdHoc Maintenance:  active maintenances, in this case initiated by the agent, can suppress indications or move

them to the "outage" indication stream.

Scheduled Maintenance:  active maintenances, in this case initiated by the server, can suppress indications or move

them to the "outage" indication stream.

Deduplication:  the server checks based on indication attributes or the indication key if this indication already
exists and just increments the duplicate counter of the existing indication instead of creating a new one.

Correlation:  an indication might have a close mask. This close mask defines which other indications should be

closed when this indication arrives. In this step the server performs the according close operations.

After the last step is performed the indication gets stored in the database, gets visible to the users and might trigger

notifications.
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Chapter 5. Monitoring

All monitoring, calculation and filtering made by the boom agent are defined in deployed policies. A policy is a sort
of configuration file that informs the agent what has to be monitored, when, how and what kind of results should be
delivered to the central boom server.

boom knows two types of policies:

% Indication Policy: This type of policy is used for all text related processing.
3 Monitor Policy: This type of policy is used for all value based monitoring (thresholding).
1 BoOM Client (admin@kepellestrast) o | =[]

Eile View Window Help
i e II‘-"I:-:|°G-=DE.E|Q&'E|J5 1'3

g Hests | pelicies| | - Packages = O || = Indieatio... |[]- Hosts | (™ policies| f; Assignme... 35 Indieatio.. | = O

; ] Pohcy Overview
: a My SOLMPI (Commercial) - Additional Columns Filter on Name
;us::::nr\-"luniturs Related Assignments [ Related Agents (] ) 5e
SE
= | ¥ WMySQLMPLmessages | 'm‘
4h 0 B | |
w Performance P..  Mame ‘ Version  Group Applic
I “ 05':"]:1 % Abend_log 11 E! 2
= @ AKX Cpuload Mon 42 as CPU
(T FreeBSD Q| AIX_CpuStstus_Mon 41 Qs CPU
HF'L.IX @) AX_CpuSwapQueues_Mon 41 Q5 CPU
‘ lez @] ALKX_CpuSystemCalls_Mon 4.2 Qs CPU
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) Linux_Cpuload t 4 A% CronLog Ind 4
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€ Linux_Filesysteml | ALK FilesysternUtil_Mon 41 as Filegyst
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5.1. Monitor Policy (Threshold monitoring)

5.1.1. General Information

The concept of threshold monitoring is well-known in the IT administration community. Any threshold monitor
consists of two major parts:

¥ An executable or a script that is able to submit a metric value from the monitored component.

¥ A Monitor Policy with configured threshold levels that defines different conditions for the values.
Every declared threshold defines some numeric (double) value. Generally the metric value becomes important for
an operator when a value crosses a defined level. For example: The free disk space value is not important for
productive environments while it stays above some minimum. To prevent an "out of disk space" situation an

administrator has to specify the threshold for the free disk space monitor that will give enough time to investigate
and take corrective actions before the system will crash or degrade.

Due to the nature of an IT environment the threshold levels are different from system to system and must therefore
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be configurable. Another aspect of the thresholds is that ONE threshold value canOt reflect the dynamic of changes in
an adequate way. Multiple thresholds with different severities will give a clearer picture and more time to prevent
problems.

Another side of the monitors are the different objects of the same type that need to be monitored. Like each
partition of a disk has a different size. In an ideal case one monitor should be able to deliver values for multiple
objects and these objects can have different thresholds.

In the boom infrastructure every monitor requires to have a monitor policy. The monitor policy contains all
necessary definitions to start the monitor binary (if required) and react on submitted values.

Configured and uploaded to the  boom agent, the monitor policy is an instruction that declares what to trigger and
how to process the data. All policies inthe  boom environment must have unique names. These names must be used
for submitting monitor values. In other words, if a monitor policy named as "Monitor_A" exists, this monitor policy

will be used for checking values that are submitted as Monitor_A="double_value". The monitor binary can submit
values for multiple instances by setting the object attribute for each instance.

Monitor Types and Variations

Threshold monitors have different types and variations. The two main categories are MAXTHRESHOLD and
MINTHRESHOLD .

For example: A 'free disk space' monitor hasa  MINTHRESHOLD type, but CPU utilization has a MAXTHRESHOLD.
In perspective of call types - EXEC, JAVA and EXTERNAL types are supported.
Some more variations are policy WITH RESET or WITHOUT RESET .

Maximum and Minimum

The thresholds are one of the major aspects of the monitors. They allow to reduce the number of indications that are
coming to an operator screen. The boom product operates with two types of thresholds:

[
Sa MAXTHRESHOLD type
g
gl
3
E ——
[] e
a =] =] 5]
o o o o
u B indications
[
a3 [ MINTHRESHOLD type
£] |
51
3
]
time .
[]
-
o m| B g o ®
¥ m [ | | [ [ |
o o indications

Since thresholds are part of a policy, it makes sense to generalize the threshold type to the policy. Even more - a
threshold is not only one attribute that is used during processing, so a policy has a list of conditions and every
condition has an attribute named 'threshold'. Of course, every condition contains a list of additional attributes that
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are used during the creation of an indication.

A monitor policy of the MAXTHRESHOLD type declares the number of conditions with maximum threshold levels in
descending order. Opposite MINTHRESHOLD monitor policy expects ascending order of the thresholds.

This requirement is important since all thresholds will be checked by the calculation engine one after another. The
first matched condition notifies the engine to stop processing all following conditions.

MAXTHRESHOLD
»>=5.0 critical
==4.0 majar
== 3.0 minor
== 2.0 warning
==0.0 normal

MINTHRESHOLD

<=1.0
== 2.0 majar
<= 3.0 iyliglely
==4.0 warning
«=5.0 norrnal
When a threshold value will be crossed the first time, the boom agent creates an indication and sends it to the

server. Afterwards the agent keeps silent until one of the following values crosses a different threshold level. This
suppression algorithm reduces the number of messages received by the operator as well as network traffic.

It is possible to have multiple conditions with the same severity, it is also possible to skip unnecessary severities.

Supported object filters allow to combine multiple condition sets for different objects in one policy.

Z=50.0 FREESWAF less than SOME
<= 100.0 FREESWAP less than 100ME
<= 200.0 | FREESWAFR less than 200ME
<= 1000.0 FREESWAP normnal

==5.0 FREECZPU 95%: busy
<=10.0 FREECPU 20% busy

<= 100.0 FREEZPU 15-100

During the processing of the calculation engine, only conditions will be taken into account that matches with the
object value which has been submitted together with the monitor value. If an object mask is not specified - all
objects will be processed by the particular condition.

MAXONLYCHANGES and MINONLYCHANGES

boom

Starting from v2.55 monitor policies supports two new types: MAXONLYCHANGE and MINONLYCHANGES. These

types can be used for monitoring not frequently changed values. For such types a new indication will be created for
every change detected. The policy conditions are used only to detect severity and to define an indication attribute
but no thresholding is used.

STDDEV

Starting from v5.5 Agent, monitor policies support type STDDEV. This is standard deviation monitor based on well
known statistic method ( ).

The monitor policy of STDEV type will be do following steps:

¥ Agent starts collecting values per policy and object into history series.
¥ Collection of values is not differ from any other Monitor policy.

¥ Policy will transform original observed value into "Distance" value.

¥ On first 10 observation, the "Distance" value is always 0 (zero).

¥ After first 10 observed values, the Agent starts calculation of real "Distance" value.
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¥ The "Distance" will be checked agains specified in the policy threshold values.

Distance - (D) is an absolute distance between last observed value (V) and the Mean (M) of
previous observations normalized by standard deviation (#).
D=abs((V-M)/#)

N 34.1% 34.1%

0.0 01 02 03 04

—3a —20 —1o 0 1o 20 30

Therefore if the policy has threshold >= 3 it will send an indications only for ~ 0,2% of
values from far left and far right bands shown on the plot displayed above.

Reset Values

All monitor policies' thresholds are coming with reset values. The "Reset" concept is playing an important role in the
calculation.

First of all, the monitor policy has a global flag called "Policy with reset" . If this flag is set to 'NO', the policy is
ignoring all reset values as well as the silence periods and it will deliver values all the time when it is submitted to

the agent. This type of monitors is also known as  'Continuous Monitors'

If the 'YES' value is selected - it will be a threshold monitor with reset.

When a monitor value crosses a threshold in the defined direction (increasing for MAXTHRESHOLD and decreasing
for MINTHRESHOLD) - it can be named "elevation”. Backward direction is a "reset".

Monitors with a reset value different from the threshold value have some special handling in the "reset" direction.
The reset value gives the possibility to ignore small valueOs fluctuations and keeps the reached threshold unchanged.

a

e

| MAXTHRESHOLD

monitor value

elevation

W

| ] 5]
KeysMl:critical H Key=Ml:normal
CloseMask=M1:<*> CloseMask=M1:<*>
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a

e

| MAXTHRESHOLD

monitor value

elevation

W

| | =]
Key=M1:critical Key=M1i:
CloseMask=M1:<*> CloseMask=M1:<*>

The reset feature can be explained with the following example:

A process CPU utilization monitor has a critical threshold = 95% indicating process high CPU load. A normal

threshold that indicates a normal state is above 0%. When the process reaches 95%, an indication will be sent to the

server. Lets assume the critical condition has specified a reset value = 70%, this allows to keep the critical level

unchanged until the process goes down below 70% CPU. So the deviations between 70 and 95 percent will not reset
the severity to normal.

An other example is the MINTHRESHOLD of free disk space:

A critical condition has a threshold equal to 100MB. The reset value is 1024MB. As result of this a critical indication
like "100 MB free space left on a diskE" can be kept active until an administrator cleans up disk space up to at least
1GB.

The minimum type threshold requires a reset value to be bigger than the threshold, the maximum type threshold
requires the reset value to be less than the threshold.

Another optional possibility in the condition section of a monitor policy is the "Ignore Reset" flag. This flag is set to
"NO" by default. In case of switching the flaghs value to "YES" the threshold condition becomes a 'continuous'
nature. That means that on this level any submitted monitor value generates an indication. This can be used for

more precise monitoring of critical conditions.

The "Silence Count" parameter of a condition can be used when it is necessary to suppress a couple of first generated
values. The boom agent will ignore the specified amount of submitted values that match with the condition before
an indication will be sentto the  boom server.

If an indication is delivered with "Close Mask" - the server is able to automatically close related previous indications.

The default working directory for the monitorOs executable is "$BOOM_ROOT/spi/". All binaries and script calls must
be specified relative to this directory. In case it is necessary to use a binary that is placed in a different location that
is available in the PATH variable - use the '#' character as a prefix. i.e. #df, #top

Finished Alerts

The "Alert Finished" state will be reached when the monitor submits a value outside the defined threshold borders.

In case of MAXTHRESHOLD it®s below the lowest threshold value and for MINTHRESHOLD - biggest one. This state
indicates the end of the previous state and enables operators to identify if a problem is still ongoing. Beside this
benefit for the exception based operations concept, it also avoids the sending of indications with normal severity.

The indication browser displays such indications with severities crossed by line:

B 2. 2022-10-17 08:53%:.... BOOM_AG.. MONITOR RTSH_1.6_... Monitor does not submit a value during the last polling interval - - 2022-10-17 08:59....
D 0 2022-10-1708:5%... Disk Qs dm-32 Disk dm-32 is too busy. Value of 46.58% exceeds thresheld of .. - - 2022-10-17 08:5%:...
b 1 2022-10-17 08:5%... Disk Qs dm-16 Disk dm-16 is too busy. Value of 28.69% exceeds threshold of .. - - 2022-10-17 08:5%:...
N, 0 2022-09-20 11:1%... sdagentch.. E2E 139120 radntfyc.exe pid: 139120 is running 10.4897800983333 min. D:/... + 2022-09-20 11:19:...
N 0 2022-09-20 11:38:... sdagentch... E2E 127596 radntfyc.exe pid: 127596 is running 11.1034940416667 min, D:/... + 2022-09-20 11:38:...
N 0 2022-09-20 12:01:... sdagentch.. E2E 45136 radntfyc.exe pid: 45136 is running 14.46254615 min. D:y/HP/C... + 2022-09-20 12:01:...
N, 0 2022-09-20 12:06:... sdagentch.. E2E 116388 radntfyc.exe pid: 116388 is running 10.63993465 min. D:/HP/C... + 2022-09-20 12:06:...
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After an alert is finished you can see in the indication details the time stamp and last value that triggered the

finished state.

N\ radntfyc.exe pid: 46960 is running 11.0990076116667 min. D:/HP/CM/Agent/radntfyc.exe NM10764803-207... - O X
(3 Send as Notification & Run Action | | 25 Archive Indication | | Close Indication |  Reopen Indication
Severity: minor_f Owned By: l |
UUID: l 83709a87-1a2c-4c27-b1e6-987ce2256236 | [ KPIMetric I Availability Metric
Host: “—| I Application: I sdagentcheck I
AGENT Host: II ] | Group: | E2E |
Agent ID: | b489a2d6-4b1e-4adf-alf3-5cfedd7e2355 | SlaveServer | |
Object: | 46960 |
Key: ll—bmbieRadntfchlean:46960:1 1.0990076116667 |
Close Mask: l |
Auto Action: | cmd /c "taskkill /F /PID 46960 && boommon.exe ZombieRadntfycClean=0 0=46960" | AA Host: | |
Operator Action: l I Execute
Text: fadntfyc.exe pid: 46960 is running 11.0990076116667 min. D:/HP/CM/Agent/radntfyc.exe NM10764803-2073 wait nvdkit version
Source: 1] | Monitor:ZombieRadntfycClean:97fd8252-10a1-4309-91d6-7f4923e8dead I First submit: I 2022-09-20 12:11:27 |
State: [ Active | Last duplicate: [ 2022-09-20 12:11:27 |
Duplicates: 0 Server received: I 2022-09-20 12:11:29 |
Value: 11.0990076116667

|End value: 0.0 Alert finished: | 2022-09-20 12:11:31 I

» Custom Attributes (0)

» Advice

» Annotations

5.1.2. Output Parser Monitor (OPM)

The Output Parser Monitor (OPM) bundled with

boom allows you to create a monitor based on the output produced

by system tools or other executables. OPM is a Java based monitor that is able to parse and summarize result text
lines containing numeric data.

Overall processing by OPM monitors consists of following steps:

1. Execute command which output contains data to be monitored

2. Parse output using regular expressions

3. Calculate object name using values extracted from command output

4. Calculate monitor value using values extracted from command output

5. Submit monitor value

Most of the standard system tools like "top", "df" or "ps" are delivering results with useful numeric values for
multiple objects. These values can be used for the system or process monitoring.

OPM also supports some Java based actions that can generate output for parsing as well:

SshAction

can be used for monitoring remote systems over SSH.
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JmxAction

can be used for monitoring remote JMX servers/Java Beans.

HttpAction
can be used for parsing remote HTTP pages.

StrAction

allows to split, to filter and to transform blocks contained in the output into one single line.

Syntax of OPM supported Java Actions:

SshAction: <host> <user> <pass> <command to execute on remote system>

JmxAction: [options] -u <url>

with options:

-I <login>

-p <password>

-0 <objecName> JMX canonical object name mask. Like java. *:type=Memory"
-a <attribute>

-v <valueMask> only masked attribute will be queried

-D <environment variables>

T [T > e e [

HttpAction: <URL>

StrAction: Bexec <command_or_script> -sbp <start_block_java_patter>

[-ebp <end_block_java_pattern>] [ Balp <accept_line_java_pattern>]
[-sep <separator>]

> m

-sbp defines the start pattern of the beginning of the block to be converted
-ebp defines the end pattern of the end of the block to be converted
-alp defines patterns to filter only necessary strings,
multiple alp patterns can be specified: -alp "p1" "alp" "p2"
-sep defines a separator to be used in the resulting/converted string

T [T > e

To better explain the function of the OPM type, letOs take an example of processing the df output of a Unix system.
We will use the sh B¢ "LC_ALL=C df EPkI" call to have a similar output for most of the Unix systems:

File System 1024-blocks Used Available Capacity Mounted on
/dev/vg00/Ivol5 24456 8472 15984 35% /home

/dev/dsk/cOt0d0 3235348 3235348 0 100% fiuxcdromO
/dev/vg00/lvol6 5235064 4167056 1068008 80% /opt
/dev/ivg00/Ilvol4 715400 8632 706768 2% /tmp

/dev/ivg00/u01 7693337 213287 7480050 3% /u01
/dev/ivg00/lvol7 3289800 2853656 436144  87% lusr
/dev/ivg00/lvol8 6118216 1811520 4306696 30% Ivar
/dev/vg00/lvoll 309928 130312 179616 43% /stand
/dev/ivg00/lvol3 409016 327264 81752 81% /
E 174116 O 174116 0% /dev/shm

Most of these lines are showing really important values for monitoring. But every line provides information for a
different mounted partition. So, to be able to monitor mounted partitions, a monitor must submit a separate value
for each object.

Let®s assume we want to monitor the percentage of used space on each volume. We need to create a new OPM with
the MAXTHRESHOLD type and OPM type "LineByLine".
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Set Application: | Filesystem Description: Percent of used space on mounted partitions.
Set Group: os

Interval: 5m (7]

Type: MAKXTHRESHOLD v

Policy with Reset: @YES (ONO

Monitor Type: | OPM v | Monitor Name: com.blixx.agent.monitors.Opm
Executable: sh -c "LC_ALL=C df -PkI"
OPM Type: LineByline v
Pattern Object Function Calculation Top
(fdev. s+ (ud+ s+ Do+ s+ Dod+ s+ ([0-90 ]+ 36hs+ 7] svarb = vard
Up
Down
Bottom

Edit Add Delete

Indication Key: | <SAGENT_HOST>:<SMNAME=:<SOBJECT=:< STHRESHOLD >

}+ Collect as performance data

Conditions

Details] 0verview|

Top Mame: 90% on boot
normal on boot i 1D: dfff32f6-3b21-456d-97e0-5f1747c0c32a
98% used P Advice:

In this example we are using the following pattern, which has been validated by the built-in pattern validator (see

screenshot):

(/dev.*N\s+(\d+)\s+(\d+)\s+(\d+)\s+([0-9\.]+) Yo\s+(.*)

4 Pattern Validation (Java Pattern)

Java Pattern:
(/dev. s+ (\d+ Ns+0od+ s+ (od+)\s+ ([0-90.] + 1 F0\s+ (%)

*

00 ®
DO0

*

Add Pattern

Pattern Example (ALT+MouseClick):

Edit Line | AppendLine | Paste|  Load from File | Append from File | | Save to File || Re-split

Pattern Elements:

d
\D

\s

\S

w

W

[abc]

[*abc]

[a-zA-Z]
[a-d[m-pl]
[a-z8: 8 def]]
[a-z&&[*bc]]
[a-2&&[ *m-p]]
A

\b
\B
WA
NG
\Z
\z
o]
\E
[a-z1

Description:

S Time.. Text
9 12100 Filesystem 1024-blocks  Used Available Capacity Mounted on
B 8100 devtmpfs 1415524 0 1415524 0% /dev
B 7300 tmpfs 1435280 0 1433280 0% /dev/shm
(] 6700 tmpfs 1435280 66052 1369228 5% /run
[x] 6200 tmpfs 1433280 0 1435280 0% /sys/fs/cgroup
82,800 /dev/mapper/rl_commelinstraat-root 9844736 8193440 1651296  84%/
‘ 57.400 fdev/xvdal 1038336 362468 675868  35% /boot
B 9700  tmpfs 287036 0 287036 0% /runfuser/0
Current Lines: 8 Set Limit to 20000
Validate all Lines Stop Validation Remove Line Clear All Lines
Results:
varl = /dev/xvdal ~
var2 = 1038336
vard = 362468
vard = 675868
ward = 33
varf = /boot
W

The end of a line

Close

This pattern defines 6 capturing groups that provide 6 variables for every matched line (can be seen also in the

"Results" area of the patter validator):
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varl

partition name

var2
disk size in KB

var3

used space

var4

free space

varb

used space in %

varé

mount point

In the OPM Monitor all defined variables can be accessed as DOUBLE or STRING data type.
If values are provided as DOUBLE and you want to use them as numeric values - use varN.
If you need to get a value as STRING - use svarN.

Every matched line in our example is a potential monitor value. To submit multiple monitor values we need the
object attribute. So the line:

svar6 = varb

tells to the OPM how to submit the parsed values (the object is defined by "svar6" and the value for this object by
"var5").

In this example the monitor defines an object for every partition mounted on a volume whose name begins with
string "/dev" and assigns the "Percent Used" value to this object. E.g.: /home = 35.

Three types of OPM are available:

The three OPM types "LineByLine" , "TableSummary" and "PunchCard" define the general behaviour of the
monitor:

¥ "LineByLine" defines that every line will be processed separately. All filtered lines will be parsed, calculated and
submitted as monitor values.

¥ "TableSummary"  defines that all lines will be parsed and the result will be converted into a table. Selected
columns will be used to calculate the monitor value. Each column is declared by variables respectively a
capturing group in the pattern.

¥ "PunchCard" is used for cases where it is necessary to calculate the monitor value using values that are not
contained in a single line nor a single column.
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Filesyslem 1024-blocks  Used Avalable Capacity Mounted on

fdevdv oM lvol 5 24454 2472 15084 | 352 /home

(devidskicnOdn 3235348 3235348 o [100es  Auxcdromi LineByLine
Sdevivolihlvald 5235064 4167056 1068008 | BO%:  fopi = | mon valug
Sdevivolilvald HEETCT Bei2]| TeTeBE | 2% Amp ——= | moen valus
SdevivelHh ul] Tosaaay 21A2EV[F4R0050 ] 3% Sl = | moen valus

TZEOE0 ZESEeSe| 436Tdd | B Jusr
GLIEZTE [R11520)4306696 | 30%,  fvar
Sdley ! IOOO2E[ 1303012| ITOele | 43%: Sstand
fdevivelilval3 40000 327264 BITSZ| BI%

1741 Iﬁl 0 T Iﬁl 0% Sdev/shim

TableSummary

[ mon value [ mon value |

The usage of the different OPM types is described in the following configuration overview:

LineByLine:
Meonitor Type: | OPM v | Monitor Name: com.blixx.agent.monitors.Opm
Executable: | sh-c "LC_ALL=C sar-u 110"
OPM Type: LineByLine v
Pattemn Object Function Calculation Top
Average s+ ([vdb ]+ s+ (Db ]+ s+ (D ]+ s+ (dba ]+ CPUWIO = var3 Az
Down
B LineByLine Details - ] 24
Bottom
-| Pattern:
Edit h\rerage:?\n b+ s+ (b ]+ s+ ([dh ]+ s+ ([udt ]+ )%
Indication Key: | <SAGENT_HOST»>:<SNAME>:<SOBJECT>:<| Object: Calculation:
» Collect as performance data | CPULoad = ¥ || varl + var2 |
Conditions
Detai\sl G\rerview‘
Save Cancel
»>=950 95% CPU used 1D: | c2111604-df3d-4751-a01f-107eb9078d71 |
Executable field
definition of the command whose execution generates the output to be parsed.
To add a new object function calculation click the "Add" button to open the LineByLine Details window

Pattern field

defines the pattern for the line(s) to be matched and declares STRING and DOUBLE variables through capturing
groups.

Object field

defines the object to be monitored. It has to be a string, a string variable svarN or a combination of these two (e.g.
svarl_test). It must not contain a white space character.

Operator drop-down list
for the calculation of the object value one of the following operators can be chosen:

Operator Description

= assigns the result of the calculation to the object

DELTA assigns only the difference of the previous and the new value to the object

Calculation field

contains the numeric calculation of the value to be assigned to the specified object. The calculation syntax is
described further down as it affects all OPM types.
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For type "LineByLine" many different values can be parsed and calculated through different patterns and
assigned to any number of objects.

TableSummary:

Manitor Type: | OFM - Meonitor MName:  com.blisoeagent.monitors.Opm
Executable: sh-c "LC_ALL=C ps -el"
OPK Type: TableSummary -
Pattern: s+ s [ s+ vl e s 0 d+ LN\ dhs+

Object Function Calculation To
syclegd COUNT svard Msyclogd ™

antpd COUNT swvard “xntpd.”

emsagent COUMT svard “emsagent ~ -
inetd COUNT svard *inetd.” Bottam

Zombie COUNT svarl Z

- Diown

{ Edt || Add || Delete |

Indication Key:  <SAGENT_HOST>:<5 ™0 TableSummary Details = | B -

Conditions

Object: Variable (svarfd): swarM Pattern (optional):

.Dr:tnlls Cheerview S
cron COUNT = | svard Teran

<=10000... Zombie Processc
ALL: Process NOT

<= 0.0 A
& ALL: Process IS run Save | | Cancel

== 10000... ALL: Process C&un__
Bottomn

Instruction URL:
Executable field
definition of the command whose execution generates the output to be parsed.

Pattern field

defines the pattern for the line(s) to be matched and declares STRING and DOUBLE variables through capturing
groups. For type "TableSummary" only one global pattern is defined.

To add a new object function calculation click the "Add" button to open the TableSummary Details window

Object field

defines the object to be monitored. It has to be a string and must not contain a white space character.

Operator drop-down list

for the calculation of the object value one of the following operators can be chosen:

Operator Description

SUM All values of one similar object will be summed.

MAX The highest value of an object will be taken.

MIN The lowest value of an object will be taken.

AVG The average value of an object will be taken.

COUNT The number of occurrences of an object will be taken.

Depending on the chosen operator, the following fields are available to configure the monitor:
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For operator "COUNT"

= TableSummary Details

(=] 5

Object:
ron COUNT

Variable (svarM): swvarlN Pattern (optional):

- |svard Feron

Save Cancel

e

Variable(svarN) field:
svarN Pattern field:

contains the string variable which shall be counted.
optionally contains a pattern to filter the string contained in the variable to be counted.

For all other operators

[ Tabtesummary Detaild [ESEEET)

Object: Calculation
cron AVG - warl‘l

| Save Cancel

e

The object field has to include a string (for both types), a string variable svarN (only for type "LineByLine" or a
combination of these two (e.g. svarl_test, only for "LineByLine" type). It must not contain a white space
character.

Calculation field: contains the numeric calculation whose results will be used by the defined operator to
determine the objectOs value. The calculation syntax is described further down as it affects all OPM types.

PunchCard

© Copyright 2024, equensWorldline SE Germany

Menitor Type: | OPM v | Monitor Name: com.blixx.agent.monitors.Opm

Executable: | cmd /e "eche | wmic ComputerSystem get TotalPhysicalMemory fvalue & echo | wmic 05 get FreePhysicalMemeory fvalue” |

OPM Type: PunchCard W

Split-Pattern: TotalPhysicalMemony= [ d+ \s*

Object: [ MemoryFreePet = v || (<SFREE= / <STOTAL>) * 100 |
Pattern Variables Top
TotalPhysicalMemory=(\d+)\s™ TOTAL=varl
FreePhysicalMemory={\d+}\s* FREE=varl Up

Down
Bottom
Edit Add Delete

Indication Key: | <SHOST>:< SNAME=:< SOBJECT>:< SVALUE=

Executable field:  definition of the command(s) whose execution generates the output to be parsed.

Split-Pattern field: This pattern is used to split the output into blocks, each of it containing the information to
calculate all values of one instance, e.g. per network interface, disk, etc. In order to consider the whole output as

Object fields: the first field defines object instance. It can be a fixed string, a string variable svarN from the
variables defined below or a combination of these two (e.g. svarl_test).
In the drop-down list of the second field select the operator that is used to calculate the value:

Operator

Description

= assigns the result of the calculation to the object
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Operator Description

DELTA assigns only the difference of the previous and the new value to the object

In the third field specify the numeric calculation of the value for the object. The calculation syntax is described
further down as it affects all OPM types.

Pattern list:  Each line consists of a pattern (regular expression) with capturing groups defined by the brackets
"(E)" and the definition of the corresponding named variables based on capturing group values. It is possible to
define multiple named variables for a single pattern. In this case named variable assignments need to be
separated by semicolon. For a string variable use svarl, for a variable of type Double use varl.

Pattern Variables

W o+ s+ Link.* InterfaceMame = svarl
W RX packets:(vd+ N\s+errors:(ud+ s+ drop.. RXPaketMurnber=varl; RXErrors=vard: RXLost=var3; RXOverflow=vard; RXWindow = var3
\e*TX packets:(\d+)\s+errors:(\d+ J\s+dropp... TXPaketMumber=varl; T{Errors=var2; T{Lost=var3; T{Overflow=vard; TXCarrier=var3

The named variables of type double can be used in the calculation rule for the Object value, the string based
variables can be used to construct the object instance name.

Example: the executable call of the policy shown at the beginning of the section will produce the following
output:

B Markieren cmd32.exe || == @

. flle Rechte worhehalten.

PhysicalMemory »

TotalPhys icalHemory=R25821 6448

FresePhys icalAemor

The Split-Pattern matches the line starting with "TotalPhysicalMemory=". Since no other line matches, OPM will
handle the complete output as one block and matches the two patterns against this block.

B Markieren cmd3.exe || == @

UJersion b. bl ]
A7 Hicrosoft ration. Alle R 5 worhehalten.

ntal |'|‘I'_.|I. G |H|‘:I1|'|I"_.|I

IE‘t'-.".i:-:I'Jll_.l icallemory-B461H16

Fatteen Vanakles
TotalPryucaldemany=id+ i TOTAL=vard

FresPhysalb ey = (ul FREE=vail

C:sHinddy

As result the variables TOTAL and FREE are populated in this policy with the values returned by the command
call and are used in the Object value fields to calculate the percentage of used memory as (<$TOTAL> - <$FREE>) *
100 / <$TOTAL>.

This sample is using the ifconfig command to show how the processing of multiple blocks and mulitple variables
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per line can be handled.

Monitor Type: | OPM v | Monitor Name: com.blixx.agent.monitorsOpm
Executsble: [ sh-c "LC_ALL=C ifconfig” |
OPM Type: PunchCard

Split-Pattern: | \s™ (v \s+Link.”

Object: | Interface: <SinterfaceName> = ~ || (100* <SRXErrors> / (<SRXPaketNumber> + 1)) + (100 * <§TXErrors> / (< STXPaketNumber> + 1))

Pattern Variables

s (o s+ Link.™ InterfaceName = svarl

\s*RX packets:(\d+ s+ errors(\d+J\s+drop...  RXPaketNumber=varl; RXErrors=var2; RXLost=var3; RXOverflow=vard; RXWindow = var3
\s*TX packets:(\d+)\s+errors:(\d+ s+ dropp... TX 1; TXE 2: TéLost=var3; TXOverl, 4 TXCarrier=var3
\s#collisions:(id+] de)r Coll 1: SendQueuelength = var2

\s*RX bytes:(\d+ s+ \(\d+ " \d+\s+ (RBIKE]..  RXMBytes= round(var! / 1024, 2); TXMBytes=roundivar2 / 1024, 2)

Edit Add Delete

Top
Up
Down

Bottom

Indication Key: | <SHOST>:< SNAME>:<SOBJECT>:< SUALUE>

The ifconfig command returns an output similar to:

docker0 Link encap:Ethernet HWaddr 56:84:7a:fe:97:99

|'|'|>|'|'])|'|'|)|'|'|)|'|'|>|'|'])|'|'|)6|'|'|>|'|'])|'|'|)|'|'|)|'|'|>|'|'])|'|'|)Q m m» mp mp e me

>
o

inet addr:172.17.42.1 Bcast:0.0.0.0 Mask:255.255.0.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Link encap:Ethernet HWaddr 08:00:27:bc:61:76
inet addr:192.168.123.190 Bcast:192.168.123.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:febc:6176/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:54360 errors:0 dropped:0 overruns:0 frame:0
TX packets:10223 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:8575117 (8.5 MB) TX bytes:837613 (837.6 KB)
Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:367 errors:0 dropped:0 overruns:0 frame:0
TX packets:367 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:34725 (34.7 KB) TX bytes:34725 (34.7 KB)

The Split-Pattern matches the three lines containing the keyword "Link" and is starting with the interface name
as a sequence of characters and numbers. Therefore the Patterns will be matched and the Object evaluated for
each of the interfaces:

Split-P
Obyect]
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Link|encap:Ethernet HWaddr S6:084:7a:fe:97:99

hEterm:

Interface < intedaceMames (100 * < SR¥Emars> /[« SFNPaketMumbers = 1)) + (100 * <

B packets E arrors U] l:lrapp-ali 0] cverruns E frams:0
TE packets:0 errors:0 dropped:0 overruns:T carrier:0
collisions:0 tmgqueunelen:0
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5.1.3. SNMP Monitor

A monitor policy of type SNMP is used for fetching values with SNMP GET or SNMP WALK. These Policies can be
easily generated by using the MIB Browser functionality.

e Policy Overview rq SNMP_IF_MIB_Interfaces_TransferredBytes I3

Policy Version: 5.0
Policy Mame:  SNMP_IF_MIB_Interfaces_TransferredBytes  Plugin Name:

Activate If
Glebal Variable | matches Pattern Deactivation Schedule
Set Application: Description: | Generated from MibBrowser 2016-10-13 12:38:40
Set Group: SNMP
Interval: 5m [ 2]
Type: MAKXTHRESHOLD W
Policy with Reset: ®YES (ONO

Moniter Type: | SNMP Y] Monitor Name: com.blbocboom.snmp. SNMPWalkMaonitor
Host: 10.0.0.1 Port: [ 161 |
olD: 1.3.6.1.2.1.2.2.1 SNMP Version: | 2c v
Community: public Timeout (sec): | 2 |
Retry: 2 User:
Auth Type: Auth Password:
Priv Type: Priv Password:
[ single value GET
Object Function Calculation Top
52_INOUT DELTA 510 + 516
§2_UTIL = (52_INOUT / (S5 * <SINTERVAL=)) * 100 U
Down
Bottemn
Edit Add Delete
Indication Key: | <SHOST>:<SNAME>:<SOBJECT>: < SVALUE> |
b Collect as performance data
Conditions
Detailsl O’verview|
== 80.0 c-80 = 1D: 7481 eed1-2edd-4f4e-98bc- 40360616677
_ c-70 B Advice:
The SNMP Monitor requires the following parameters:
Host IP Address or agent resolvable hostname of the SNMP Device
Port Port number on which the SNMP Device listens
oID OID of the target table or field
Community Community String that the SNMP Device uses for Authorization (SNMP

Version 1, 2c)
Timeout Timeout in seconds that the agent will wait for the response

Retry Number of retries before the agent mark the monitor call as failed
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SNMP Version SNMP Version that the agent will use for communication with the SNMP
Device (Versions: 1, 2c, 3)
Selection of SNMP Version 3 will activate additional fields that allow to
specify the credentials and type of Authorization and Privacy that is used for
the communication:

User User Name that is used for Authorization (Community String is not used with
SNMP v3)
Auth Type Authorization Type. The selected type must fit to the configuration on the

SNMP Device. A blank field means Type "none", every other value requires to
specify an Authorization Passwort.

Auth Password Password used for Authorization, must be at least 8 characters long.

Priv Type Privacy Type specifies the encryption method. The selected type must fit to
the configuration on the SNMP Device. A blank field means Type "none",
every other value requires to specify an Privacy Passwort.

Priv Password Password used for Privacy, must be at least 8 characters long.

Single value get Setting this check mark denotes that the queried value is a single value and
not a table. If checked the monitor will use a faster method to retrieve the
value and it is not required to set an Object Function Calculation Rule.

Object Function Calculation Specify Calculation Rules to evaluate Object Names and value pairs that will
be processed. All rules must have the form of <Object Name>=<Calculation
Rule>. These Object names can be used in the Conditions to specify
thresholds specific for each object. The object and calculation can use fields
of the table that is referenced by the OID simply by selecting the according
columns by their number, e.g. $6 for column 6.
For details regarding available calculation rules refer to

Example:
Using the MIB Browser we want to check how to query the Cartridge Fill Level of an Printer with SNMP Support:
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After navigating to the standard Printer MIB we can browse the actual values and create the according policy

directly from the MIB browser.

The returned prtMarkerSuppliesTable returns a table that contains as 6th column the supply description e.g. Black
Cartridge, column 9 gives the actual level and column 8 the total capacity. In the above policy we want to monitor

the remaining percentage for each available supply. The Object Function Calculation

$6=round($9 / $8 * 100, 2)

calculates this for every entry in the table and uses the description as object name. It returns e.g.

"Black Cartridge xxxx"=38,42
"Cyan Cartridge xxxx"=45,77
E

5.1.4. Calculation Syntax for OPM and SNMP Variables

Calculation Syntax

The calculation fields contain variables and values of data type double and arithmetic operations. All elements have
to be separated by white space characters (e.g. varl + var2 / 100).

Syntax of Calculation

'E X1 'operandl1' X2 'operand2' X3 'operand3' X4 E'

xXn:

m> [T mp mp

value or variable (varN) of data type double.

operandN: one of '+', =", /' |"**' (trivial arithmetical operations)
and special operand '\' Operand '\' - means a "backward" division
of Xi/Xi-1 e.g. RES = var2 \ var3 is calculated as var3/var2

The example above will be calculated in sequence left to right:

((X1 'operandl' X2) 'operand2' X3) '‘operand3' X4

Starting with
supported for backward compatibility.

boom version 5 there are extended calculations possible. The simple operations are still

For compatibility reasons the sequence of operations (no precedence of multiplication and division) is kept as before
as well as the backward division by "\". To override the sequence of processing use the brackets to indicate
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precedence:

((varl + var2) / (var3 - var4)) * 100

Operation Description

n Power

Example:
2°3=8

\ Back division (second argument divided by the first one)
Example:

4\8=2

/ Division

Example: 8/4 =2

- Subtraction or unary minus.

Examples:
-5=15
5-2=3

+ Addition, or unary plus.

Examples:
+5=5
2+2=4

* Multiplication

Example:
2*3=6

% Modulo

Example:
5%2=1

Function Description

floor(x, y) Floor of x with precision y.
Equivalent to floor(x * 107y) / 10y

Examples:
floor(1.234567, 0) = 1
floor(1.234567, 2) = 1.23
floor(1234.567, -2) = 1200
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Function Description

ceil(x ,y) Ceil of x with precision y.
Equivalent to ceil(x * 10%y) / 10"y
Examples:
ceil(1.234567,0) = 2
ceil(1.234567, 1) = 1.3
ceil(1234.567, -1) = 1240
round(x, y) Returns the closest value to the first argument with precision y, with ties rounding up.
Examples:
round(1.234567,0) =1
round(1.5,0) =2
round(1.234567, 2) = 1.23
round(1.234567, 3) = 1.235
round(1234.567, -2) = 1200
round(1262.567, -2)= 1300
abs(x) Absolute value of x
cbrt(x) Cube root of x
exp(x) EulerOs number e raised to the power of the argument: e”x
expml(x) Returns (e”\(x)) - 1
pow(X, y) Value of the first argument raised to the power of the second argument: x*y
sqrt(x) Positive square root of x
cos(x) Trigonometric cosine of an angle.
sin(x) Trigonometric sine of an angle.
tan(x) Trigonometric tangent of an angle.
log(x) Natural logarithm (base e) of x
log2(x) Base 2 logarithm of x
log10(x) Base 10 logarithm of x
log1p(x) Natural logarithm of the sum of the argument and 1.
acos(x) Arc cosine of a value; the returned angle is in the range 0.0 through pi.
asin(x) Arc sine of a value; the returned angle is in the range -pi/2 through pi/2.
atan(x) Arc tangent of a value; the returned angle is in the range -pi/2 through pi/2.
cosh(x) Hyperbolic cosine of x
sinh(x) Hyperbolic sine of x
tanh(x) Hyperbolic tangent of x

For the following examples we assume that the filtered string is parsed into these variables:
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varl - /dev/vg00/Ivol5
var2 - 24456

var3 - 8472

var4 - 15984

varb - 35

var6 - /home.

Examples of Object Function

Calculations (LineByLine)

Description

FREEDISK = var4

Monitor value = var4 = 15984.0
Object = FREEDISK

svarl = var4

Monitor value = var4 = 15984.0
Object = /dev/vg00/Ivol5

svar6 = round(var4 / 1024, 2)

Monitor value = (var4/1024) = 15.61 (rounded to two digits)
Object = /home

svarl = 100 - var5

Monitor value = (100 - var5) = 75.0
Object = /dev/vg00/Ivol5

Examples of Object Function

Calculation (TableSummary)

Description

FREEDISK_T SUM var4

Sum of all free spaces
Object = FREEDISK_T

FREEDISK_A AVG var2 - var3 /1024

Average of all free spaces in MB
calculated as (var2 - var3)/1024
Object = FREEDISK_A

FREEDISK_M MIN var4 /1024

Minimum free space in MB
Object = FREEDISK_M

Examples of Object Function

Calculation (PunchCard)

Description

(<$TOTAL> - <$FREE>) * 100 /
<$TOTAL>

Usage Percentage calculated by variables defined in the pattern section
Object = can be a fixed name or constructed with a string variable defined
in the pattern section

<$TOTAL> - <$FREE>/ 1024

Used Space or Memory in MB

5.1.5. Java Monitor

A monitor policy of monitor type Java lets you trigger special Java class executables which return one or more

values to be processed by the defined conditions. It expects a Java monitor deployed to the
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Policy Name: IS_HTTPMonitor Plugin Name:
Activate If

Global Variable l:l matches Pattern

Set Application: | WEB Description: | HTTP/HTTPS monitor.

Set Group: s Supports HTTP or HTTPS protocols, return value is HTTP response code or processing time
Interval: 5m (2]

Type: MAXTHRESHOLD v

Policy with Reset: @ YES (O NO

Monitor Type: | JAVA ~ | Monitor Name: | com.blixx.agent.monitors. HTTPMonitor

Monitor Call: http://www.blixx.com/products/monitor.html

http://www.google.com
http://<$BOOMMON_ONINIT(hostname) »:8888

>> More

Following fields have to be configured for the monitor type "JAVA" :

Monitor Name field

this field has to contain the Java class name to be executed.

Monitor Call field

this field contains any additional commands and/or parameters used by the Java class to work/respectively to
deliver the monitor values.

Following monitoring functions are included in the com.blixx.agent.monitors Java class and can be executed in a
monitor policy with type "JAVA". Available parameters and return values are described in the pre-installed sample
policies.

Sample Policy

Class Name Description

com.blixx.agent.monitors.D IS_DNSMonitor

NSMonitor

DNS monitor (AVAILABILITY and TIME monitor)

Can query either specified or locally available DNS
servers (auto-detected).

Supports TCP/UDP modes, reverse and forward lookup
requests.

com.blixx.agent.monitors.F FTP/FTPS monitor (AVAILABILITY and TIME monitor) IS_FTPMonitor

TPSMonitor

HTTP/HTTPS monitor.
Supports HTTP or HTTPS protocols, return value is HTTP
response code or processing time

com.blixx.agent.monitors.H IS_HTTPMonitor

TTPMonitor

com.blixx.agent.monitors.| IMAPmonitor (AVAILABILITY and TIME monitor) IS_IMAPMonitor

MAPMonitor

com.blixx.agent.monitors.|
MAPSMonitor

IMAPS monitor (AVAILABILITY and TIME monitor)
TLSv1+SSLv3

IS_IMAPSMonitor

com.blixx.agent.monitors.L
DAPMonitor

LDAP monitor (AVAILABILITY and TIME monitor)

IS_LDAPMonitor

com.blixx.agent.monitors.N
NTPMonitor

NNTP monitor (AVAILABILITY and TIME monitor)

IS_NNTPMonitor

com.blixx.agent.monitors.N
TPMonitor

NTP monitor (AVAILABILITY and TIME monitor)

IS_NTPMonitor

com.blixx.agent.monitors.P
OP3Monitor

POP3 monitor (AVAILABILITY and TIME monitor)

IS_POP3Monitor
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